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Abstract: With the mounting prominence of the internet, secure transmission of information is crucial. The
paper primarily focuses on recent research trends in security and privacy of Internet of Things (loT).The
benefits 10T has delivered is immense but at the cost of data security. Characteristics, architecture and
limitations of 10T has been conferred for improved understanding for the readers. Security, privacy and trust
has become a serious matter of concern with the increasing number of 10T. The authors have also addressed a
numbers of security challenges in 10T like encryption, key distribution, PKI, trust, etc.
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I. Introduction

We can see the history in short. From the year 1969 to 1995, the Internet was for boffins. From 1995 to 2000, it
was available and useable only for the geeks. After 2000 it became popular on wire medium and in the year 2008,
it was a trained of cyber cafes. Between the years 2007 to 2011, it became mobile and available on the mobile
devices through the ISP. After 2012, it becomes available on all other devices like car, wearable devices, health
care devices, smart electric grids and house-hold appliances. Originally, Moores Law described the number of
transistors that can fit on an integrated circuit, which doubles approximately every 18 months. Now, a team of
researchers from China has discovered that Moores Law can also describe the growth of the Internet. In a recent
study, the researchers have predicted that the Internet will double in size every 5.32 years. That finding is one of
several results from the study published by Guo- Qing Zhang, et al. [29], in an article of the New Journal of
Physics. The researchers investigated the evolution of large-scale Internet topology, or how the Internet is
structured and connected. Based on routing data of six-month intervals from December 2001 to December 2006,
the researchers predicted not only the Internet’s exponential growth rate which follows Moores Law, but also
more specifically how the Internet evolves. Over 50 billion devices will be conned to the Internet by 2020
including vehicles, environmental sensors, and wearable sensors of BAN. All the devices must have a location by
which everything going to be traceable. Smart-phones, voice-capable tablets, connected vehicles, intelligent
traffic lights, smart electric grids, security systems, even thermostats of refrigerators, health monitoring devices
are connected to the Internet. Most of the devices work based on location [25]. In acceleration of good
governance agencies may use data fed from various sensors like grids and environmental sensors, etc. The loT
involves the broad area of embedded systems, MEMS, Cloud computing, wireless Ad-Hoc and sensor network,
human computer interaction, control systems, big-data and the most important security and privacy. In other way
we can define 10T as communication with anything (device) at any time and at any place. It means that things
embedded with Internet connectivity can be controlled through Internet at any time regardless of day or night or
during traveling at any place ubiquitously.

A. The characteristics of 10T

Event driven: The communication and action by the nodes will be event driven. An event is some signal
detected by a signal like receiving data from other node or some environmental change.

Ambient Intelligence: The device should be able to resist itself from the unwanted signals or phenomena and
may mobile in nature. It may save energy and recharge itself depending on the ambient condition.

Flexible Structure: It should be communicable with other nodes and the protocols should be flexible to update.
Semantic Sharing: Share information wisely with authenticated nodes. It should detect harmful nodes. Devices
must communicate with each other. Device data must be shared with the server. Servers have to be share the
device data.

Complex access technology: Access technologies are complex due to limited resources and low bandwidth. It
uses technology like WiFi, 3G, 4G, BT, ZigBee, 6LoOWPAN, NFC, DSRC etc.
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B. Network architecture of 10T

The architecture of 10T is highly heterogeneous, hyper connected network. The devices (Things) on the network
are of different make and configuration. Yet it needs to identify each thing uniquely. The thing connected to the
network may be with IP or without IPs. A representation of 10T network architecture is shown in figure 1.
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Figure 1: A representation of 10T network architecture

C. Limitations of loT

There are lots of limitations and resource constrains of 10T devices [23]. The limitations are low processing
power, less physical memory, special location, mobility, sustainability in changing weather conditions,
rechargability, etc. Magno et al. 2014 discussed proposed a model for survivability of resource-intensive sensor
networks through ultra-low power overlays [13].

Name data size (e.g., RAM) | code size (e.g., Flash)
Class 0, CO | << 10KiB << 100KiB
Class1,Cl1 | ~10KiB ~100KiB

Class 2, C2 | ~50KiB ~250KiB

Table 1: Classes of Constrained Devices (KiB = 1024bytes)

Energy: Merlo et al. 2015 [14] has discussed in details regarding energy efficient security. Further study on
optimization of energy [10, 11] consumption may be done.

Location:

Mobility: Effective Key Management in Dynamic Wireless Sensor Networks [24] [2]. Therefore, it can be
observed that cryptographic [18], stenographic [19, 16] and secret sharing [17, 20, 15] algorithms designed for
Internet communication will not work efficiently on the 10T. Even some light weight [9] algorithms are being
proposed. In the next section the security challenges are discussed followed by comparative study of security
solutions and finally the conclusion and future scopes are discussed.
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Il. Why Security for loT
As the 10T nodes are of low storage, less computation power, low communication speed and heterogeneous in
nature it demands light weight, smooth data access control, scalable, flexible, forward and backward secrecy,
integrity and confidentiality in the security algorithms [7]. The features are discussed below:

Lightweight: Often consists of low-end sensor nodes, which rely on battery energy [12]. There self-recharging
becomes a challenge and lightweight security algorithms are become a demand for 10T devices. [27].To match
the low capabilities of the 10T nodes, it is important to minimize computation, communication, and storage
overhead on the loT. Hence, cryptographic algorithms must be as fast as possible in order to satisfy these
requirements and be invulnerable to DoS attacks.
Fine-grained data access control: Data access control is another issue for 1oT. Due to limited resources and
computing power it becomes a challenge to add extra computation load for detecting trusted and authenticated
node. Data delivery and receive to authentic node must be assured.
Scalability: The system should sustain in the large network of heterogeneous nodes.
Flexibility: The system should work dynamically, such as time, location, or certain events related to patients. In
10T, the access policy should be defined by both communicating nodes.
Confidentiality: In order to prevent the disclosure of secret data, the data need to always be kept confidential at a
node or local server. Data confidentiality should be resistant to device compromise attacks and controller
compromised attacks). That is, compromising one node helps the adversary to gain nothing or little from the data
stored at that node.
Data integrity: In 10T, the data collected by different nodes are important and secret. For e.g. a wrong location
(tempered by third party) may lead a military operation to failure or make mess in smart city.
Forward and Backword secrecy: It means that even if an adversary obtains the current secrets of a node, it cannot
decrypt (or forge authentication tags for) those data collected and encrypted (or authenticated) before compromise
and Backward secrecy means that even an adversary has compromised (and then released) a node, it cannot
decrypt (or forge authentication tags for) those data collected and encrypted (or authenticated) by the node after
releasing.
Strong contextual privacy preservation: Privacy in 10T can be divided into two type i.e. content-oriented privacy
and contextual privacy. Contextual privacy means an adversary has the ability to link the source and the
destination of a message.

I11. SECURITY CHALLENGES
A. Data Aggregation Integrity
Clustering is used where each node sends data to the cluster-head and the received raw data undergoes
aggregation which is then sent to the sink. These aggregation functions involve lot of energy wastages [6]. In the
aggregation process some nodes may contribute false data to attract the system. [22] proposes a lightweight
verification algorithm by which the base station can determine if the computed aggregate (predicate Count or
Sum) includes any false contribution.
B. Adversary model and Key Management
In dynamic environment, the efficient key updates when a node leaves or joins a cluster is most important need
for 10T. Further ensuring forward and backward key secrecy and efficient key revocation for compromised nodes
and minimization of impact of a compromised node on the security of other communication links are other
security issues in key management in hierarchical heterogeneous. Se02015 proposes a certificate less -effective
key management protocol for secure communication in dynamic WSNs characterized by node mobility. Zho and
his team proposed an efficient key management scheme for body sensor networks.
C. Trust Model
Trust is an abstract concept that can shield concrete structure, and can provide uniform decision-making for
heterogeneous and multi domain loT. Therefore, trust management is considered as a potential solution to 10T-
related issues. Most important issues are uncertainty in connections as the nodes are dynamic and mobile,
flexibility, efficiency in establishment of trusted connection in heterogeneous network and different security
mechanism.
D. Location-based mobile attack
[25] personal privacy, privacy preservation (Centralized privacy preserving architecture, Distributed privacy-
preserving architecture, Privacy preservation in road networks, Privacy preservation for snapshot location-based
queries, Privacy preservation for continuous location-based queries, PIR based privacy preservation, )
Homogeneity attack: Homogeneity of sensitivity attribute in the equivalence class leads to the leakage in privacy.
Suppose n tuples are present in databases that obey k anonymity. There are m numbers of sensitive attributes
present with K1,Ko,...Kn, distinct values. The number of equivalence classes present that can have the possibility
of all sensitive attributes value same in the particular equivalence class is say (H)P. This value of ’SE’ determines
the possibility of homogeneity attack [26, 30].
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Query sampling attack: To defend against this kind of attack Pan et al., 2012 [21], proposed a concept of k-
sharing region, in which a cloaked region not only covers at least k nodes but is treated as the cloaked region by
at least k nodes.

Query tracking attack: Query tracking attack (Chow and Mokbel, 2007) identifies potential query issuers by
linking consecutive snapshots. To defend against this attack, Chow and Mokbel (2007) utilized the
memorization property, which memorizes users in a cloaked region of a continuous query at the time when the
query is initiated.

Replay attack: Wang and Liu (2009) presented the replay attack model, which estimates the likelihood of some
locations being a user’s actual positions by rerunning the anonymizing algorithm. It should be noted that the
resilience to replay attack is correlated with the anonymizing algorithm itself.

Man-At-The-End Attacks: In Man-At-The-End Attacks the attacker is intellectual human with limitless access to
the target with all major protections stand up to a determined attacker till a certain period of time [1].

E. Pair wise Key Establishment

Pair wise Key Establishment basically consists of two steps first registration phase followed by an authentication
phase. In registration phase one user sends its credentials generally using some one way hashing to the other user
and it will be authenticated. It may be based on any biometric data [5] Zhou et al. 2013, key distribution Yang et.
al. 2010.

F. Intrusion Detection

Butun et al. 2014 [4] in their paper discussed about intrusion detection in WSN and presented in classified way
like in figure 2.
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In last three years, a large number of security algorithms and protocols have been published. Even though most
of them are not much suitable for loT due to their high computational overheads, a significant effort has been
seen towards designing lightweight algorithms which may be fit for resource constrained environments. Further,
research can be done in privacy preservation of location and data in dynamic mobile network and better energy
efficient trust model and key distribution policy may be designed.
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