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Abstract: This paper proposes the survey and concept of Cloud Computing Establishment and security issues. 

Cloud Computing is considered as one of the emerging arenas of computer science in recent times. It is 

providing excellent facilities to business entrepreneurs by flexible infrastructure. Although, cloud computing is 

facilitating the Information Technology industry, the research and development in this arena is yet to be 

satisfactory. Our contribution in this paper is an advanced survey focusing on cloud computing concept and 

most Security issues.  
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I. Introduction 

In this paper we present an overview of the current research regarding services of cloud computing and security 

and keeping Cloud Computing as green as it is possible. Our main aim is to give a clue on the importance this 

area is being given to by researchers, their trend in the latest years, the impact that awareness reports of the 

actual Security and challenges are bringing on intensifying Cloud energy efficiency research. The rest of this 

paper is organized as follows: In the second section we present the methodology used for this study. In the third 

section we present results and analysis of the searches in a quantitative perspective. Then the fourth section 

presents results on specific research topic perspective. To conclude finally with the conclusions we have come 

preparing and accomplishing this study. 

 
II. Literature Survey 

There has been much discussion in industry as to what cloud computing actually means. The term cloud 

computing seems to originate from computer network diagrams that represent the internet as a cloud. Most of 

the major IT companies and market research firms such as IBM, Sun Microsystems, Gartner and Forrester 

Research have produced whitepapers that attempt to define the meaning of this term. These discussions are 

mostly coming to an end and a common definition is starting to emerge. 

1) Cloud provider:- A cloud providers are that provides customers storage or software services available via a 

private or public network. Usually it means that storage and software is available for access via internet. 

Companies like CISCO; INFOSYS etc. are provides cloud services. 

2) Cloud consumer:- A cloud consumer is the entity that uses the services like software, Platform, processing 

power etc provided by the cloud. Consumer demands for the services that are required for their work. According 

to their requirement the providers provides services to them.  

3)  Cloud Broker:- A cloud broker is the entity that helps in promotion of cloud services. A cloud broker is a 

third-party individual or business that acts as an intermediary between the purchaser of a cloud computing 

services and the sellers of that service. In general, a broker is someone who acts as an intermediary between two 

or more parties during negotiations. A cloud broker may also be granted the rights to negotiate contacts with 

cloud providers on behalf of the consumer. 

The above characteristics apply to all clouds but each cloud provides users with services at a different level of 

abstraction, which is referred to as a service model.  

 

III. Three Most Common Service Models 
1) Software as a Service (SaaS): this is where users simply make use of a web-browser to access software that 

others have developed and offer as a service over the web. At the SaaS level, users do not have control or access 

to the underlying infrastructure being used to host the software. Google Docs4 is most popular examples that 

use the SaaS model of cloud computing.  

2) Platform as a Service (PaaS): this is where applications are developed using a set of programming languages 

and tools that are supported by the PaaS provider. PaaS provides users with a high level of abstraction that 

allows them to focus on developing their applications and not worry about the underlying infrastructure. Just 

like the SaaS model, users do not have control or access to the underlying infrastructure being used to host their 

applications at the PaaS level. Google App Engine and Microsoft Azure are popular PaaS examples.  
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3) Infrastructure as a Service (IaaS): this is where users acquire computing resources such as processing power, 

memory and storage from an IaaS provider and use the resources to deploy and run their applications. In 

contrast to the PaaS model, the IaaS model is a low level of abstraction that allows users to access the 

underlying infrastructure through the use of virtual machines. IaaS gives users more flexibility than PaaS as it 

allows the user to deploy any software stack on top of the operating system. However, flexibility comes with a 

cost and users are responsible for updating and patching the operating system at the IaaS level. Amazon Web 

Services is popular IaaS examples.  

This definition describes cloud computing as having five essential characteristics and three service models. 

 

IV. Cloud Network Benefits 

Flexibility/Elasticity: users can rapidly provision computing resources, as needed, without human interaction. 

Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out or up. 

Scalability of infrastructure: new nodes can be added or dropped from the network as can physical servers, 

with limited modifications to infrastructure set up and software. Cloud architecture can scale horizontally or 

vertically, according to demand. 

Broad network access: Capabilities are available over the network and accessed through standard mechanisms 

that promote use by heterogeneous platforms (e.g., mobile phones, laptops, and PDAs).  

Location independence: There is a sense of location independence, in that the customer generally has no 

control or knowledge over the exact location of the provided resources, but may be able to specify location at a 

higher level of abstraction (e.g., country, state, or datacenter). 

Reliability: It improves through the use of multiple redundant sites, which makes cloud computing suitable for 

business continuity and disaster recovery.  

Economies of scale and cost effectiveness: Cloud implementations, regardless of the deployment model, tend 

to be as large as possible in order to take advantage of economies of scale. Large cloud deployments can often 

be located close to cheap power stationsand in low-priced real estate, to lower costs. 

 

V. Security and Privacy Issues 

Identity management:-Every enterprise will have its own identity management system to control access to 

information and computing resources. Cloud providers either integrate the customer’s identity management 

system into their own infrastructure, using federation or SSO technology, or provide an identity management 

solution of their own.  

Physical and personnel security :-Providers ensure that physical machines are adequately secure and that 

access to these machines as well as all relevant customer data is not only restricted but that access is 

documented. 

Availability:-Cloud providers assure customers that they will have regular and predictable access to their data 

and applications. 

Application security:-Cloud providers ensure that applications available as a service via the cloud are secure by 

implementing testing and acceptance procedures for outsourced or packaged application code. It also requires 

application security measures be in place in the production environment. 

Privacy:-Finally, providers ensure that all critical data (credit card numbers, for example) are masked or 

encrypted (even better) and that only authorized users have access to data in its entirety. Moreover, digital 

identities and credentials must be protected as should any data that the provider collects or produces about 

customer activity in the cloud. 

Legal issues:-In addition, providers and customers must consider legal issues, such as Contracts and E-

Discovery, and the related laws, which may vary by country.  

 

VI. Conclusion 

As cloud computing is becoming popular day by day, concerns are about the security issues introduced through 

adoption of this new techniques and model. Cloud computing offers many benefits, but it also is gives a chance 

to threats and data robbers. According to delivery services and its models, essential features of the cloud 

computing are Saas, Paas, and Iaas, data security flexibility and mobility. is the prime aspect of cloud 

computing. In this paper we discussed on cloud computing benefits, characteristics and security in survey. 
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