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Abstract: Accessing under-utilized licensed spectrum band using cognitive radio ad-hoc network improves the
spectrum usage effectiveness. Due to use of opportunistic spectrum access the performance of routing in
cognitive radio ad-hoc network will improve where no need of prior knowledge about topology and channel
statistics in Ad-Hoc Cognitive radio Network. To deal with requirements of Ad-Hoc Cognitive radio Network,
this paper is proposing opportunistic routing algorithm with the help of Reinforcement Learning. This proposed
routing scheme collectively deals with, prior time channel selection as well as a link and relay selection on the
basis of overall success probabilities of data transmitting. This advance learning scheme successfully finds out
the opportunities in the dynamic environment of Ad-Hoc Cognitive radio Network.
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I.  Introduction

Research on cognitive radio networks (CRNs) was effectively launched in 2002 following a report by the FCC
[1]. The report challenged for the first time the common belief of spectrum scarcity by pointing out that only less
than 10 percent of available spectrum is used. The FCC also spot lit that a large portion of the licensed spectrum
is used periodically, and geographical fluctuations in the usage of licensed spectrum portions oscillate from 15 to
85 percent with a high variance in time. To exploit under use portions of the spectrum, i.e. White spaces
/spectrum holes, that prompts the need of smart reprogrammable radios which are able to interference sensing,
channel state learning, and spectrum access dynamically. Recently the research community has started working
on Ad-hoc cognitive radio network to unleash the potential of it in exploring the wide range of pervasive
applications [2], [3].
Cognitive Radio (CR) [4] is a novel solution to the scarce spectrum resource problem. In cognitive radio network,
cognitive devices or nodes are reprogrammable devices that sense the wideband spectrum and as per the
environment, it re-configurable to work in a dynamic environment. The CR nodes sense spectrum and get
unoccupied frequency bands also known as Spectrum Opportunities (SOP), then use specific policy or also
known as rule to select one candidate for them.
Ultimately the intension of Cognitive Radio (Cognitive device/node) is to access the unused licensed spectrum
bands in a dynamic environment to improve the spectrum usage [6]. Spectrum scarcity and underutilization can
be improved by allowing SU’s to access the licensed bands opportunistically without disturbing the PU’s activity.
The Cognitive device has additional functionality for spectrum sensing and sharing licensed band so use of
Cognitive devices/nodes in an ad - hoc network will improve the bandwidth utilization under the dynamic
environment.

Il. Related Work
Routing in ad-hoc Cognitive Radio Networks become challenging due to Dynamic environment. There are
various approaches for routing depending on various schemes and Parameters. These approaches are studied and
used in various ways worldwide. Conventional routing mechanisms where network attempts to find out fixed path
to forward packets from source to destination [7], [8]. There is large number of routing protocols proposed for ad
hoc cognitive radio network that finds a fixed path using route discovery processes [9]-[11]. Such fixed path
strategies fail to address the uncertainties and dynamic changes in topology due to sporadic spectrum and route
availability in network.
Allocation of the barely spectrum resource between cognitive nodes in stochastic environment increases the
complexity due to uncertainty of the environment state [12]. Markov Decision Process (MDP) is promising
mathematical framework for modeling environments like CRNs in which outcome is not only dependent on
decision strategies but sometimes it can be random. MDP are useful for studying optimization problems solved
via reinforcement learning [13-15]. Transition probability function and reward function of it can used to analyze
the environment based on received feedback of any selected action.
There are many existing solutions for spectrum aware routing using conventional algorithms for ad-hoc
cognitive radio networks were proposed. Channel selection as well as assignment and routing in semi static ad-
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hoc networks is jointly addressed using a layered graph [5]. The layered graph plays layers equal to the number
of available channels. Dynamic changes in the topology are captured using the link availability predictions
based on the interference to the PU [16]. The resultant reliable topology is used for setting up multi-hop paths
and to reduce rerouting. Cognitive Routing Protocol (CRP) gives explicit protection to the PU receiver [17]. It
allows two classes of routes based on the service differentiation in cognitive radio network. Routing is achieved
in two phases i.e. spectrum selection phase and next hop selection phase. Online opportunistic routing selects
forwarding links based on the locally identified spectrum access opportunities [18].

This paper proposes the Online Opportunistic Routing Scheme for ad-hoc cognitive radio network. This
Learning based online opportunistic routing scheme addresses the issue of routing packet in dynamic
environment. Routing decisions are made with respect to the current state of the environment and actual
transmission success probabilities. Proposed algorithm considers no knowledge of the topology and
simultaneously learns channel statistics and good routes. The main contributions of this paper are as follows:

1. Channel availability prediction with the help of Hidden Markov Model

2. Markov Decision Process formulation using Temporal Difference (TD) implementation of Reinforcement
Learning with incomplete and erroneous information of topology.

3. Softmax Action Selection Rule is used for balancing exploration and exploitation in relay selection process.

I1l.  Hidden Markov Model
We see a cognitive radio network in which each node works as a cognitive node that can scan and sense
multiple channels periodically to compute interference temperature at each channel. This process gives us an
observation sequence O for a first T time slot for considering channel c. If a node can predict the observation
sequence for next 2T time slot for same channel ¢ then such prediction will be utilized by the node for selecting
preferable communication channel prior periods. In order to resolve the above situation the Hidden Markov
Model provides a suitable solution to the problem. The HMM has obtained noteworthy practical application in
speech recognition [10] and bioinformatics [15]. The HMM is trained by using the observation sequence O also
known as training observation sequence. In order to achieve the HMM, it is essential to define the followings:
The number of observed symbols, M
The number of states, N

The observation sequence O = {04, O, .....,.0r}
The state transition probabilities, A;; subject to condition 4;; > 0 and E?’:l Ajj=1
The symbol observation probabilities, B;(m) subject to condition Bj(m) > 0 and

M .
m=1Bj(m) ,1<j=N
Observe Sequence :
O = {0's and 1's}

6. Initial State probabilities 7
= =N

Initial Observation :
No. of State (S1 and S2)
Observation Symbols (0 and 1)

Il

a )
Training Model :

Estimate A= [, A, B]

Maximize Prob. of log(P(OI|A))

ISAE R S o

-

~ ~N
Prediction Model :

if P(O,1T11A)=P(O, 0| A); O(t=1) =1

if P(O,1]A)<P(O,0]A); O(t=1)=0
T "

Predicted
Sequence
O(p)

Figure 1: HMM training and Predictor

Here the observation sequence contains two symbols 0 and 1s also known as observation symbols M = {0, 1}.
And set of states can be denoted as S = {s1, s2}.
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The HMM can be denoted by the notation A= [, A, B] that is estimated by iterative method of the Baum-Welch
Algorithm. After training model the HMM predictor will predict the required sequence for next 2T time slot.
The HMM prediction scheme is illustrated in Figure 1.

Where, the channel status is denoted by 1 and O for busy and ideal, respectively. The main goal of predictor is
to predict the sequence O(p) on the basis of past T slot observation. For that the HMM should be able to
generate the observation sequence O = {04,0,.....,0r} with maximum likelihood probability. Hence, the
parameter A= [x, A, B] are used to maximize the likelihood probability of generating the observation sequence,
i.e., maximize the probability P(O| A1). After completing the training, the joint probability of observing the
sequence O followed by a busy slot or an idle slot at instant 2T is predicted.

IV. Online Opportunistic Routing
The performance of online opportunistic routing in uncertain and dynamic wireless environment can be
improved using Reinforcement Learning (RL) algorithm. RL can be used to learn optimal policy on-line from
direct interaction with the environment for solving non-linear control problems [19].

A. Methodology

Methodology Using RL the agent learns how to achieve the given goal by trial and error interacting with
environment. That improves performance of the agent from the received reward or punishment as a result of the
performed action [20]-[22]. In online opportunistic routing, every cognitive node is considered as an intelligent
agent and Ad-hoc network as environment. Temporal difference (TD) method learns directly from environment
dynamics [23] without any knowledge of its model. It uses generalized policy iteration to update estimates i.e.
value score, based in the parts on other learned estimates, without waiting for the final outcome. TD method
wait only until the next time step, at t+1 it immediately form a target and make a useful update using observed
reward 11, and the estimate V(s.,1), So estimated value score V (s;) is updated by

V(se) «V(s) + agry[tier + ¥V (See1) — V(sp] (1)

Where aggy, is a step-size parameter that influenced by BRN i.e. Best relay node among willing neighbor.
Markov decision process the task that satisfies the markov Property, i.e. all decisions and values are functions of
the current state only, is called Markov Decision Process (MDP) [24]. MDP is defined by its state and action sets
and by the one-step dynamics of the environment. Given the current state and action, one-step dynamics enable us
to predict the next state, expected next reward and iteratively all future states and rewards.

B. Proposed Work
One potential application of HMM that we investigate and propose in this paper is to use the sequences
generated by the trained HMM in selecting preferable channel for communication in multi-channel cognitive
wireless network. Consider a multi-channel cognitive wireless network with n channels. Let us assume that the
training sequences for these channels is obtained by a designated cognitive nodes, which construct hidden
Markov model for each channel using these training sequences, as explained in section 111.

CAM; = A® + 1/ 051 )

( /|05|)

Where, A} is average gap between any two 1’s in given sequence, 0S* is number of 1’s in given sequence and
|0S] is length of sequence.

The node selects the channel having most eminent value of channel availability metric (CAM;), as the most
preferable channel for communication. Now each node has their own CAM value for each available channel in
there vicinity. All the nodes in the network send beacon message to neighbor nodes with available channel
CAM values because of this the each node got the neighbors channel availability set. Then each node calculates
the common channel with neighbor using intersection.

Then sender node choose most available channel as a control channel for sending control packets and other as a
data channel for sending data packets. After finding common channel between neighboring nodes the sender
node sends the RREQ (relay request) to neighbor nodes on every available control channel. Now some of them
those who are interested to be part of routing will send the RREP (relay reply) on control channel also known as
willing neighbor WN; to sender as shown in figure 2
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Figure 2: Relay Request (RREQ), Relay Reply (RREP) and Data Packet (DP) Transmission

Then sender node choose best channel as a control channel and other as a data channel. Then it will send data to
the relay node then relay node send acknowledgment to sender on that basis sender update the estimated score
for that relay node for future decision. Whenever in future the node wants choose the relay node for data
transmission first it checks history record for available neighbor nodes score and as per statistics node will take
decision quickly using Softmax action selection explained in section V.

The above process will be repeated by each relay node until the destination. After reaching the destination
successfully it will get some rewards stored to source node for future decision. After reception of the packet at
destination the cumulative link cost LC, is subtracted from the fixed final reward received at the destination.
Where,

LC, =TT +LA+SC+ CA+PD (3)

Where, TT is time to transmit (estimated) , LA is link availability , SC is switching cost , CA is channel
availability and PD is propagation distance. Selection of the lowest link cost at every hop finally increases
reward at the destination.

So average per packet reward is maximized by selecting random hops h for the packets generated at the source s
with index | for destination d is presented as,

RM = (Z?il(R_ Z]h:chc))

(4)
M
Where M is number of packet transmitted successfully, R is fixed reward received at destination.
V. Balancing Exploitation and Exploration
For increasing learning rate and to increase overall score exploration and exploitation must be balanced at time
of taking action. Selection of relay with the help of routing score can increase complexity and load on that single
node that also known as greedy selection in such case if node is choose with the help of softmax action selection
rule i.e. one of the non-greedy actions. This alters to explore, as it allows improving the values of non-greedy
actions. Softmax action selection rule is effective in exploring and exploiting the network opportunities by
taking a sequence of decisions which will increase routing score of every willing neighbor WN. Suppose
estimated value of action A at t** play,
QA)=WN+1 (5)
Softmax action selection method is instinct in balancing exploration and exploitation in online dynamic routing.
It can be represented as,
eQt(A/T
P= g cwar ©
Where, T is a positive parameter called temperature. Because of high temperature equi-probable action selection
is done. This enables exploration by improving estimate of non-greedy actions. Because of low temperature
greater difference in selection probability for actions that differs in their value estimate. When T = 0, softmax
action selection method will act as greedy action select exploiting the network by selecting the best candidate
node as relay.
V1. Algorithm and Flow Chart
1. Initialization

a. HMM predict sequence using given observation sequence.

b. Nodes share channel availability to neighbor node (N)

c. Select best channel as Control Channel (CC) and other as Data Channel (DC)

2. Relay Request
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a. Source (S)send a RREQ on CC for destination (D) using Control Packet (CP)
3. Relay Reply
a. Let N(s) is set that receive CP
b. RREP sent from WN e N(s)
c. Update Score for WN
4. Relay Selection and Data Transmission
a. Upon reception of RREP from WN node selects routing action a € A(s) using Softmax

Action Selection Rule P.
b. Sends data packet (DP) on most available common data channel between source to next node
attime t
5. Reception and Acknowledgement
a. Upon successful reception of DP, an acknowledgement is sent back to sending node
b. Reward is updated by subtracting LC,
6. Step 1 to 5 are repeated until terminal node (Destination)
a. After successful reception of all DP average per packet reward is calculate
b. Acknowledgement is sent back to Source with reward

START

Observation
Sequence

CAM value
calculation

v

Selecting Control
&

Predicted
Sequence

Data Channel

-

RREQ

—B and
RREP

!

Relay selection
&

Data Transmission

= Update States & B Average Per
Estimated Score /’acket Reward

sSTOP

Figure 3: Flow Chart

VII. Future Work and Conclusion
1. Study and analyze the consequence of the reinforcement signal on convergence of the RL in Cognitive
Radio network and effect of Q values for improving the learning efficiency of the agent.
2. Design of the routing protocol under circumstance of the multiple agents who are modeled as
evolutionary game for using wireless spectrum.
In online opportunistic routing reinforcement learning based routing algorithm is designed successfully to
explore the spectrum and routing opportunities in dynamic environment of Cognitive Radio Ad-hoc Network In
contrast to the conventional routing of finding out a static route from origin to destination, proposed algorithm
routes the packets online without considering topology.
Temporal Difference (TD) implementation of RL based routing accomplishes an optimum performance
evaluated using average per packet reward. It attains the good quality of service requirement of cognitive users
by decreasing the route re-discoveries.
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