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Abstract: The motivation for studying high speed and space efficient algorithms for modular multiplications
comes from their applications in public — key cryptography. The Montgomery multiplication algorithm speeds
up the modular multiplications and squaring required for the exponentiation. This paper presents new
architectures for the computation of modular multiplication and exponentiation using Montgomery
multiplication (MM) algorithm. Montgomery modular multiplication (MMM) is one of the fundamental
operations used in cryptographic algorithms such as RSA, Diffie-Hellman key distribution and Elliptic Curve
cryptosystems. In this paper we compare the new hardware architectures that are able to perform Montgomery
multiplication.
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l. Introduction

Due to the rapid increase in data communications and internet services, such as electronic commerce,
fundamental security requirements for protecting sensitive data during electronic dissemination has become an
important concern. Public-key cryptosystems are important as they provide confidentiality, authentication and
data integrity and nonrepudiation [1,2]. Many systems utilize public-key cryptography to provide such security
services, and Rivest, Shamir, and Adleman (RSA) [3] is one of the most widely adopted public key algorithms
at present.After the introduction of the RSA algorithm in 1978, high speed and space efficient hardware
architectures for modular multiplication have been a subject of constant interest for more than 30 years.
Withtheintroduction. RSA requires repeated modular multiplications to accomplish the computations of modular
exponentiation. Montgomery multiplication is the basic operation of the modular exponentiation which is
required in the RSA public cryptosystem.

Modular exponentiation with large modulus is usually accomplished by performing reiterated modular
multiplications which is an operation that consumes a considerable amount of time. As a result, the speed of an
RSA cryptosystem will be entirely dependent on the throughput rate of modular multiplication and the number
of performed modular multiplications. To speed up themethod of modular multiplication, the Montgomery’s
multiplication algorithm [4] is generally used.

In this paper we focus on the comparison of optimized hardware architectures for Multiple-Word Radix-2
Montgomery Multiplication(MWR2MM) and Multiple-Word Radix-4 Montgomery Multiplication(MWR4MM)
algorithms in order to minimize the number of clock cycles required to compute an n-bit precision Montgomery
Multiplication. Section 2 contains introduction to Montgomery Multiplication, Multiple word radix 2
Montgomery algorithm and optimized architecture MWR2MM algorithm is presented in section 3 . High radix
version for Montgomery Multiplication is presented in section 4. In section 5 comparisons of algorithms from
conceptual point of view is presented and finally in section 6 the summary and conclusion of the paper.

1. Montgomery Modular Multiplication Algorithm
Let M >0 be an odd integer. In many cryptosystems, such as RSA, computing X Y (mod M) is a crucial
operation. The reduction of X. Y(mod M) is a more time-consuming step than the multiplication X. Y without
reduction. In [4], Montgomery introduced a method for calculating products (mod M) without the costly
reduction (mod M), since then known as Montgomery multiplication. Montgomery multiplication of X and Y
(mod M), denoted by MP(X; Y ;M), is defined as X .Y.2™ (mod M) for some fixed integer n.
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Algorithm1:Radix 2 Montgomery Multiplication

n—1
input : odd M, n = [logeg M]+ 1, X = Z .r,;‘Bt with

1=I()

0< X, Y < M

output : Z = MP(X,Y,.M)=X.Y.2 " (mod M),0< Z <M

1. s[0] = 0;

for i =0 to n—1 do

q; = (x;.Yp) & Slilpl;

Sli + 1] = (S[i] + ;.Y + q;.M)/2);

ifS[n] > M then

S[n] = S[n] — M;

return Z = S[n];

ek b b e et
=] Ch U1 = Q0 ko =

The operations during this formula are simply enforced in hardware. However, these operations are performed
with full exactness operands and, during this sense, they need an intrinsic limitation. Once a hardware supported
algorithm is defined for n bits, it cannot work with more bits. To get rid of this limitation and keep the
straightforward operations of the radix-2 formula, an alternative algorithm is projected, as explained in the next
section.

1. Multiple-Word Radix-2 Montgomery Multiplication (MWR2MM)

In Algorithm 2[10], the data Y (multiplicand) is scanned word-by-word, and therefore the data X is scanned in
bit by bit.The data length is n bits, and therefore the word length is w bits.E=[n+1/w] words are needed to
store S since its vary from [ zero,2M -1]. The original M and Y are extended by an additional bit of zero
because the most significant bit is represented as vectors.

Algorithm2: Multiple word Radix-2 Montgomery multiplication Algorithm

n+1
Input : odd M, n = [log2 _-"Lif] + 1, wordsize w, e = ] .
w
n—1 ) e—1 . .
xXx=5> "2y =Y yWari
=0 =0
e—1 . .
M= MY 2" witho< X, Y < M
i=0
e—1 . .
Output : Z = Z sl 9wl — prp(X, Y, M) = X.vV.2~ "
3=0

(mod M), 0< Z < 2M

/[ * Initialize all words of S = [
2.1 S =o0;
2.2 fori=0ten —1do
0 0
23 ¢ = (2:.Yy ") & s

2.4 I{'C“}, Sm}} = .ri.Y([[?}} + qt-._-"Lfm} + S[“};
2.5 forj =1to step 1l do

. (G—1) _ (gli) oli—=1) :
z.f S -_ {S(J Su'—(l,l]}:
2.8 s =

2.9 return Z = 5;

The data dependency graph of the hardware implementation for the MWR2MM algorithm byTenca and Koc, is
shown in Fig. 1. Every circle within the graph represents an atomic computation and is labeled in line with the
sort of action performed. Task A consists of performing the operations of lines 2.3 and 2.4 in Algorithm2. Task
B corresponds to perform the operations of lines 2.6 and 2.7 in Algorithm2.
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The data dependencies among the operations among j loop make it not possible to execute the steps in an
exceedingly single iteration of j loop in parallel. However, correspondence is feasible among executions of
various iterations of iloop.In [6], Tenca and Koc, urged that every column within the graph could also be
computed by a separate processing Element (PE), and therefore the data generated from one PE could also be
passed into another PE in an exceedingly pipelined fashion. Following this methodology, all atomic
computations pictured by circles within the same row are often processed at the same time. The processing of
each column takes e +1 clock cycles (one clock cycle for Task A, e clock cycles for Task B). Because there is a
delay of two clock cycles between the processing of a column for x; and the processing of a column for x;+1, the
minimum computation time T (in clock cycles) is T =2n + e-1 given Pmax = [e+1 /2] PEs are implemented to
work in parallel. In this configuration, after e + 1 clock cycles, PE #0 switches from executing column 0 to
executing column Pmax. After another two clock cycles, PE #1 switches from executing column 1 to executing
column Pmax+1, etc. The opportunity of improving the implementation performance of algorithm 2 is to reduce
the delay between the processing of 2 succeeding iterations of i loop from 2 clock cycles to at least one clock
cycle. The two-clock-cycle delay comes from the proper right shift (division by two) in Algorithm 1 and 2. Take
the initial 2 PEs in Figl as an example. These 2 PEs reckon the S words within the initial 2 columns. Starting
from clock #0, PE #1 must wait for 2 clock cycles before it starts the computation of S(0) (i=1) in the clock
cycle #2.

A. Scalable architecture for MWR2MM

A pipelined organization for the system is shown in Fig. 4. Thepipeline itself was named kernel in the figure and
it is composed of PEs. The other blocks represent memory, data conversion, andcontrol unit. Each processing
element in the pipeline relays the received words to the next downstream unit. All paths are w-bits wide, except
for the xi inputs (only 1 bit). The kernel itself does not limit the final computation precision. If more precision is
required, it is only necessary to feed more words. The final and intermediate results are stored in the queue.
Gray boxes indicate registers. The control block function can be inferred from the algorithm description that was
provided, combined with other data manipulation tasks that must be done to transfer data between the multiplier
and the host system.

B. Energy-Efficient Montgomery Modular Multiplication Algorithm

To speed up the encryption/decryption method, several high-speed Montgomery standard multiplication
algorithms and hardware architectures use carry-save addition to avoid the carry propagation at every addition
operation of the add-shift loop. In this paper, ShiananJiun and Huan[9] proposed an energy-efficient algorithm
and its corresponding architecture to not only reduce the energy consumption but also further enhance the
throughput of Montgomery modular multipliers.

Figl: Data dependency graph of the original architecture of  Fig. 2.Pipelined organization for the multiplier.
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The projected design is capable of bypassing the superfluous carry-save addition and register write operations,
resulting in less energy consumption and better throughput. They also modify the barrel register full adder
(BRFA) in order that the gated clock style technique are often applied to considerably reduce the energy
consumption of storage components in BRFA.. Experimental results show that the proposed approaches n
achieve up to 60% energy saving and 24.6% throughput improvement for 1024-bit Montgomery multiplier.

Fig 3:Block diagram of proposed MMM42 multiplier.
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V. Multiple-Word Radix-4 Montgomery Multiplication(MWR4MM)

Instead of scanning one little bit of X on every time, many bits of X are often scanned along for high-radix
cases. Let k bits of X are scanned at just once, 2k branches should be covered at the same time to maximize the
performance. Considering the value of 2k increases exponentially as k increments, the design becomes
impractical on the far side radix-4. Following constant definitions relating to words as in Algorithm 2, the radix-
4 version of Montgomery multiplication is shown in Algorithm 3. 2 bits of X are scanned in one step this point
rather than one bit as in Algorithm 2. Whereas reaching the maximal parallelism, the radix-4 version style takes
n /2+ e -1 clock cycles to process n-bit Montgomery multiplication.

Algorithm3: Multiple word Radix-4 Montgomery multiplication Algorithm

o+ 1
input @ odd M, n = [101—_1,‘2 _-Mr] + 1. wordsize w = [ :| .
.
l-v
XN = Z x4’
i=I()
e—1
y = > yWlawd,
F=0
e—1 . .
M= MU 2™d witho < X, Y < M
7=0
e—1 ) )
Output : Z =3 _ sV 2"/ = MP(X,Y,M)) = X.Y.2~ "
=0

(mod M), 0 < Z < 2M
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J/ *= Initialize all words of S = [

3.1 5 =10
3.2 fori=0ton—14do
(0 1 (0 -
3.3 g = F“'*“'ff’l..](z-“'“}’ len MJ..]U}:,
3.4 {C'Iil}-. SH]}) — SHJ} + J_.I:t}.l/i(]] —|—{]“]..ﬂlr'.fi”}:
3.5 forj=1toe—1=stepldo
3.6 cUTH sy = cl) 4 gl 4o, v ) 4 ) a0,
- A7 —1) _ ;ald) (7 —1) .
3.7 S - {51..(J=5u-—c1...2}}‘
e—1) ~(e) Jde—1) .
3.8 S - (Cl...(]'siw—l,,'ﬁ}}'
3.9 return Z = S,
V. Comparison

In this section, we compare the major forms of architectures for Montgomery multiplication from the point of
view of the amount of PEs and latency in clock cycles. Within the design by Tenca and Koc,, the amount of
PEs will vary between one and Pmax = (e+1/2) Larger the amount of PEs, the smaller the latency, however
the larger the circuit space. This feature permits the designer to decide on the best possible trade-off between
these 2 necessities. The design by Harris et. al [7] has the similar scalability because the original design by
Tenca and Koc, [6]. Rather than performing right shift of the intermediate S(j) values, their design left shifts
the Y and M to avoid the data dependency between and S® and SU%:

VI. Conclusion

In this paper, we have compared the hardware architectures for Montgomery multiplication. These architectures
arebased on the new plan for enhancing parallelism by pre computing partial results. The architectures reduce
circuit latency by a factor of 2, from 2n+e-1 clock cycles to n +1- e clock cycles. with a negligible penalty in
terms of the minimum period of clock . In [8] systolic implementation of the montgomery multiplier are done
for full precision of the operands. A systolic multiplier for n=512 bits consumes about 50K gates and performs
the operation in approximately 2n clock cycle. But in paper [8]with the configuration of w=8 and p=40 uses an
area of 28 K and computes the multiplication in 1103 clock cycles. In Shiann ,et.al [9] presented an efficient
algorithm and its corresponding architecture to reduce the energy consumption and enhance the throughput of
Montgomery modular multipliers simultaneously. Moreover, we modified the structure of BRFA and adopted
the gated clock design technique to further reduce the energy consumption of Montgomery modular multipliers.
Experimental results showed that the proposed approaches are indeed capable of reducing the energy
consumption of the Montgomery multipliers. In future, we will try to heighten the occurring probability of
superfluous operation bypassing to further reduce the energy consumption and enhance the throughput of
modular multiplication.
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