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Abstract: Wireless Sensor Networks has been applied in various levels of applications in the real world.
Applications are requires correct and error free information for decision making process. The sensor nodes are
distributed across the open air environment where security is important issue. The information communicated
among the nodes should be secure from threats like Sinkhole attack, Wormhole attack, etc. Trust plays a major
role in data management which provides better decision making. The information must be collected from the
trusted nodes of the network. The existing trust architectures calculate the trust based on the acknowledgement
and broadcast messages from the nodes. An improved architecture discussed in this paper, Improved Trust
Architecture (ITA), considers a three level architecture to provide better trust in the networks. It considers
various factors such as Rate of Packet Reception (PRR), Rate of Packet Sent (RPS), Transmission Rate (TR),
Data Consistency Rate (DCT), and Node Availability (NAV). The levels are organized with reference to the OSI
Layers of a network.
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l. Introduction

The Wireless Sensor Networks (WSN) is a collection of distributed sensor nodes to work together for monitoring
the physical, environmental conditions and track the moving objects like vehicles, animals and predict their
behaviour. It is also used in many real time applications such as military applications, battlefield, air quality
monitoring network infrastructure, forest fire detection [9], etc. WSN comprises of sensor nodes with limited
communicating capabilities, less computation power, deployed in the environment to detect the events and report
back to the cluster head or base station. The nodes transmit the data through the open air medium to the base
station which is open to attacks like fail-silent or byzantine failures. These failures motivate to create a new
framework to ensure the security and reliability of the network to identify and detach the malfunctioning nodes
from network. Trust of the nodes create security and ensures that the right data is received at the base station. Due
to the wireless nature of the nodes, there are possibilities of various attacks. So, the trust framework that addresses
the security, reliability, privacy, robust, authentication and authorization in the wireless sensor networks is very
important. But security is still a fundamental and composite bottleneck in WSN. In order to overcome this
problem, a trust management system for sensor nodes is required. In WSN, trust is the combined characteristics
model for providing security, reliability, privacy with respect to the mobility[3], [4], [5], [10]. It is the level or the
degree of confidence that a node can have on another node. A trust management system is useful for detecting a
node which is not behaving as expected (either faulty or maliciously) or it can assist in the decision-making
process [11].

Many existing trust management system in WSNs are mainly based on the acknowledgement given by
the nodes and broadcast messages from the base station [2].Many drawbacks are encountered while receiving
acknowledgement from the nodes such as time delay, two army problem, and heavy traffic in the network. This
may lead to fault rejection of the nodes. To reduce the fault rejection, ITA [1] includes various factors to calculate
the trust of the nodes. ITA has also overcome sinkhole attack, wormhole attack, sybil attack, and network hole
attack. This paper mainly concentrates on the evaluation of nodes based on the trust factors and calculation of
aplomb level and detect whether the node in the sensor network is a malicious or trusted node. If the node is
identified as a malicious node then that particular node will be detached from the network to increase security and
reliability of the network.

Il. Motivation

Wireless sensor networks uses multi-hop routing for the transmission of information from the node to the sink
point and base station. Multi-hop suffers heavy traffic due to acknowledgement and broadcasting. Attackers may
send invalid number of transmissions to flood the network and create collision which results in information loss.
Available trust management focuses on the broadcast messages sent from the base station which may be lost due
to traffic created by flooding or network jamming. ITA considers various trust factors in three levels to calculate
the trust and reduce the fault rejection of honest node in the network [1]. The trust factors includes Rate of packet
reception which is used to find the amount of packet that has been received, Rate of packet sent which helps to
find number of packets sent from one node to another, Data consistency rate is the expected time by which the
packets should be delivered to the receiver, Transmission rate is the number of packets transmitted from one node
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to another in the transmission channel, Node availability is used to find whether the neighbouring node is
available or not [7], [8]. When the node satisfies these conditions then the node is said to be trusted otherwise it is
a malicious node. ITA implements these trust factors in order to calculate the trust of the node and compares it
with the threshold value to identify the trusted and malicious nodes. Malicious nodes are then detached from the
network. ITA is implemented in three levels as shown in figure 1.

NAVY Level 3
DCT Level 2
PRR RPS TR Level 1

Figure 1: Architectural diagram for ITA

The layer is organized with reference to the OSI Layer of the networks. Layer 1 deal with physical layer
of the network to check the reliability of the path. Layer 2 deals with the Data Consistency rate which lies in the
network and transport layer to monitor communication behaviour of the node in the network. Layer 3 deals with
session layer to check the availability of the node for the communication at that point of time.

I1l. Related Work

A. Design

ITA secures WSNs against intruder by evaluating the aplomb level which is the measure of trustworthiness of the
node. Considered a hybrid topology to implement trust is given in the figure 2. The topology consists of five
clusters, each consisting of 100 nodes, summing to 500 nodes. These clusters contain many sub clusters with
different topologies range from star topology to hybrid topology. Each cluster maintains a different topology and
they will be regrouped to new clusters, when they move from one location to other. ITA has been tested on all the
topologies to ensure it works efficiently.
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B. Implementaion

In order to evaluate and ensure the security provided by ITA, NS2 simulation is used. In the experiment, initially
500 nodes are distributed in the network with unreliable wireless transmission. All the nodes are assigned with
different power level and moving patterns. The nodes in the sub clusters transmit the packets to their respective
heads through single hop or multi hop routing. In turn, these head nodes transmit the packets to the base station
provided for each clusters. The Traffic information retrieved from the trace files generated by NS2act as the
input for calculating the trust factors of ITA. The calculation of the trust factors and identifying the
trustworthiness of the nodes are implemented using AWK files and OTcl & C++.

In ITA, the trust factors are evaluated to calculate the aplomb level. The level 1 in the ITA architecture comprises
of three factors Rate of packet reception (PRR or prr), Rate of packet sent (RPS or rps) and Transmission rate (TR
or tr). The amount of packet that has been received by the node during the transmission is rate of packet reception
(PRR). The received packet by the node at time t and (t-1) are used as the inputs to calculate PRR. The PRR value
can be calculated using the formula,

PR ., (t) - PR, (t— 1)
PR 1, () + PR, (t— 1)
where PR(t) is the packet reception at time t and PR(t-1) is the packet reception at time t-1. If the calculated PRR
satisfies the minimum required threshold value then it is accepted. The rate of packet sent RPS is used to find the

PRR .1, () =

e ——
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amount of packet that has been sent when there exists communication between the nodes. The inputs to calculate
RPS are the actual number of packets required and the number of repeated packets during the transmission. The
formula for finding the rate of packet sent is given by,

ANP_ ()
ANP .}, () + RP 4, (t)

RPS,_ y,,(t) =

where ANP is the actual number of packets required and RP gives the packets that should be repeated. Using this
information RPS is calculated. If the calculated RPS is above the threshold then the factor is accepted.

The last factor in the level 1 is Transmission rate (TR). But before calculating TR the aplomb level is identified
for the node. If both PRR and RPS fail to satisfy minimum threshold value then level 1 fails, so there arises no
need to calculate TR and the status of the node is marked as malicious. If any one of the factors, PRR or RPS,
satisfies the condition then aplomb level of the node is updated and TR is calculated. The required Boolean
condition to proceed to the calculation of next factor TR is

(prr | rps) =1 && (prr && rps)! =1

The rate at which data flows from one node to another during routing is identified by the transmission rate. The
number of packets transmitted from one node to other node at time t and (t-1) are the inputs to evaluate TR.
TRa,b (t) is calculated using the formula,

TP py (1) - TPy (t— 1)
TP 1) (1) + TP (t— 1)

T RI: ah) (t:] =

where TPa,b(t) is the number of packets transmitted at time t and TPa,b(t-1) is the number of packets transmitted
at time (t-1).When TR satisfies the threshold value then it is accepted.

To satisfy the condition of level 1, either all three factors prr, rps and tr must be true or the factors must have any
one of the values as mentioned in the table below:

prr rps tr Trust Level

T F T 1

F T T 1

T T F 1
Table. 1

When level 1 conditions are satisfied then the aplomb level of the respective node is updated or else the node is
marked as malicious.

The factor present in level 2 is Data Consistency rate (DCT). The degree of difference in sending data packets
between the nodes is given by the data consistency rate. Based on the capacity of the node the number of
consonant and dissonant packets varies. Using these as the inputs, the information is collected from the trace file
and DCT is calculated. DCTa,b(t) can be calculated using the formula

CSam (B)

DCT, t)=
(e (®) CS(apy (1) + DS(opy (1)

where CSa,b(t) is the number of consonant packets and DSa,b(t) is the number of dissonant packets. If the value
of DCT is above the threshold, then the level 2 condition is satisfied and aplomb level is updated. The new
aplomb level specifies that the level 1 and level 2 are satisfied for a node. The final level in the ITA architecture is
level 3 which consists of Node availability (NAV) factor. To know the presence of the node in the network the
factor NAV is used, which is based on probabilistic acknowledgement [6]. From the trace file, the broadcasting
message with its acknowledgement is taken as the input to calculate NAV. NAVa,b (t) is calculated using the
formula,

ACK ) (1)
ACKp,(t) + NACK (1)

NA\-?,: ahb) (t) =

Where ACKa,b (t) is the number of packets that has been responded at time t and NACKa,b (t) is the number of
packets that have not been responded at time t. If NAV is above the threshold value then level 3 is satisfied and
aplomb level is updated. The status of the node can be identified using the aplomb level. The aplomb level for the
node is satisfied when
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[(Level 1) && (Level 2) && (Level 3)] =1

When the aplomb level for the node is satisfied with the minimum required value then the node is trusted else it is
marked as a malicious node.

Using ITA, the malicious nodes in the network of 500 nodes are identified within 0.35-0.45 seconds. As soon as
the node is found to be malicious it is detached from the entire network. In the experiment, nearly 245 links are
detached in the network because of the identification of malicious nodes. If neighbours of the malicious nodes are
trusted nodes then those neighbouring nodes search for a nearby trusted node to establish a new connection. So,
the trusted nodes participate in the network even though their neighbour is malicious. This process will help in the
inclusion of all the trusted nodes in the network which will increase the trustworthiness of the network. It
improves security and reliability of network by reducing Fault Identification and rejection of nodes.

IV. Result
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Figure 3: A snapshot of the simulated network
The above sub-cluster in figure 3 has 100 nodes, which is a part of the 500 node architecture. The sub
clusters in the above cluster consists of mesh, star and ring structure. This combined architecture is considered
so that the performance of ITA can be tested on all the topologies and proved to be efficient. The initial
considerations of the nodes in the architecture are trusted and are eligible for the communication purpose. Each
node communicates through a single hop or a multi hop path to reach the head node of each cluster. The
clusters will be connected to each other via a node present on the other cluster.

By executing ITA, the malicious nodes are identified and marked with red as shown in figure 4. The
nodes that are marked failed to satisfy the trust condition. The number of malicious nodes obtained is 29. The
communication link of these nodes with the other nodes in the cluster will be detached. The other trusted nodes
that are present in the network will connect to the next nearest trusted node and continue the communication
process
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Figure 4: A snapshot of ITA result.

V. Conclusion

Calculation of the trust of the node helps in providing better reliability and security to the network. It
improves the decision making process where the collected data play a major role. This method also helps in
minimizing the rejection of the nodes due to fault identification thus ensuring optimum life time and usage of the
nodes. The efficiency of the network increases due to the presence of trusted nodes alone. It can be implemented
in real time environment to test against real time application to provide secure system for various applications.
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