International Association of Scientific Innovation and Research (IASIR) ISSN (Prmt): 2279-0047
(An Association Unifying the Sciences, Engineering, and Applied Research) ISSN (On[ine): 2279-0055

International Journal of Emerging Technologies in Computational
and Applied Sciences (IJETCAS)

WWW.iasir.net

Mitigating Technique to Overcome DDOS Attack
V.PRAVEENA
Department of Computer Science and Engineering
Dr.N.G.P. Insttitute of Technology
Kalapatti road, Coimbatore- 641 048. Tamilnadu.
India
Praveena.ngp@gmail.com

Abstract: In this paper, we explore a new scheme for filtering spoofed packets (DDOS attack) which is a
combination of path identification (Pi) and client puzzle (CP) concepts. In ingress router, client puzzle is placed.
For each client request, the puzzle issuer provides a puzzle, which the client has to solve. In this each IP packet
has unique Pi is embedded, where the router marks forwarding packets to generate particular identifiers
corresponding to different paths. Along with Pi hop count value is also included. Thus the victim can use the
<Pi,HC> tuple to identify and discard malicious packets. Our design has the following advantages over prior
approaches, 1) Reduce the network traffic, as we place a client puzzle at the ingress router. 2) Mapping table at
the server is lightweight and moderate.
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I. Introduction

Distributed denial of service attack pose a major threat to the availability of internet services. DDOS attack
can be organized from the following factors. 1) Lack of security in the whole internet. 2) Launching attack tools
has more capability to launch sophisticated attack. 3) Network bandwidth or resource attack can inevitably be
avoided. 4) Any host on the internet can be a victim of attack.

A DDOS attacker can greatly reduce the quality of a target internet service or even can completely break
the network connectivity of a server generally to achieve resource overloading; a DDOS attacker will first
compromise a large number of hosts and subsequently instruct this compromised host to attack the service by
exhausting a target resource. Due to lack of built in security mechanism in the current internet infrastructure an
attacker can easily get access to a large number of insecure computers with exploit/attack programs such as
trinoo, TEN etc.

Fig 1. DDOS Attack
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IP spoofing has often been exploited by DDOS attack to 1) conceal flooding sources and dilute
localities in flooding traffic.2) coax legitimate host into becoming reflectors redirecting and amplifying flooding
traffic.

Il. RELATED WORK

Currently there are several mechanisms to counter DOS and DDOS attack. These schemes can be
roughly categorized into four classes: attacker-end based, network-based, victim-end based, and hybrid. The
attacker-end based approaches [1,2] attempt to identify DDOS attack traffic or spoofed IP packets at attack
sources. Once DDOS attack traffic or spoofed packets are detected, proactive filtering mechanisms are activated
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to stop attack traffic from entering the Internet. The network-based approaches count on Internet routers to
defend against DDOS attacks in a cooperative manner. Schemes in this category perform either the trace back of
the attack traffic or complex filtering operations on routers. IP traceback schemes [3,4,5,6,] focus on identifying
the origins of spoofed DDOS attacks, rather than stopping these attacks. The victim-end approaches [7,8,9] try
to enhance the resilience of Internet servers against DDOS attacks. The advantages of the victim-end approaches
are that they do not require support from the Internet routing infrastructure and that they strongly motivate the
victim to deploy these schemes owing to the direct benefit to the victim itself.

Schemes in the fourth category require support from the Internet routing infrastructure and from the
victim or victim network. In these schemes, routers mark each incoming IP packet in a deterministic or
probabilistic manner. Then, in victims or victim networks, attack packets are identified and discarded on a per
packet basis according to marks left by internet routers [10,11,12]. An IP trace back method is employed to
construct the attack graph, and subsequently IP packets marked with one of network edges in the attack graph
are discarded [10,11]. In another scheme [12], each participating router marks some bits (one or two bits) in the
Identification field of an IP packet according to the router’s IP address and the TTL value in the IP header. In
this way, an IP packet will arrive at its destination along with a unique identifier representing the path it has
traversed. Client puzzles [13,14,15] have been proposed as a mechanism for controlling such communication.
Being protected generates a cryptographic puzzle that a client must answer correctly before it is given service.

In our approach we are combining the attacker-end based and victim-end based approach together, in
which the DDOS attack is almost completely removed. In the attackers end hint based hash reversal puzzle is
used and in the victim end a Pi2HC approach is used.

I11. CLIENT PUZZLE

Client puzzle is a technique that strives to improve the DDOS attack: the client is required to commit
computing resources before receiving resources.
A. Puzzle Protocol

The client attaches a cookie consisting of its nonce and a timestamp. A server requiring puzzles
generates a puzzle and answers along with a hash of the answer, server nonce, puzzle expiration time, puzzle
maturity time and flow identifier. The server then sends back to client, the client cookie, puzzles and its
parameters, flow identifier and a server cookie consisting of the above hash, server timestamp, puzzle maturity
and expiration time. The client upon receiving the puzzle calculates the solutions and sends back the answer
along with the server cookie. Upon receipt of this message, the servers uses the server timestamp to index into
the server nonce table to obtain the server nonce, checks that the nonce has not expired and verifies the answer
by regenerating the hash and comparing it against what the client sent. If it does, the correct answer has been
given and the server accepts the packet.

Fig 2: Client Puzzle Protocol

Client Client cookie Server / Issuer

Client cockie, server cookie,
P,F

Client cookie, Server
cookie, A

Client nonce > Zerver nonce
table table

In this paper we are using the “Hint based hash reversal puzzle” for delivering fine grained puzzles in
which a single hash reversal puzzle is given to the client along with a hint that gives the client an idea of where
the answer lies at the ingress side inorder that the network traffic will be reduced. The hint is a single value that
is near the answer and solves the coarseness problem to hash-reversal puzzles. To adjust the difficulty of the
puzzle, the accuracy of the hint is increased or decreased. The creation of puzzle is outsourced to a secure entity
we call a bastion. For example, suppose a randomly generated number ‘x’ is used as an input to the hash h(x).
To generate a puzzle with O(D) difficulty, the issuer passes the client the hash and a hint x-u(0,D). Where
u(0,D), is the randomly chosen number uniformly distributed between 0 and D. The client then starts at the hint
and searches the range linearly for the answer. The number of hashes done by the client to find x varies
probabilistically but the expected value is d/2. An arbitrary number of servers or routers can use the same
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bastion, and can safely share the same set of puzzles. The client can solve the puzzles off-line, so that users
don’t have to wait for puzzles to be solved. Solving a puzzle gives a client access, for a time interval, to a
channel on the server (i.e.,) to a small slice of the servers’ resources and the server ensures no virtual channel
uses more than its fair share of available resources. The client must present their solution with the server cookie
which was attached to the puzzle. To verify correctness, the server uses the timestamp to index into the nonce
table and obtains the corresponding nonce, performs a hash of the client solution with the nonce and checks to
see if it matches the echoed server cookie. Across 1000 puzzle verifications on our evaluation systems, the
average time was 1.24ps.

Fig 3: Puzzle generation versus solution time
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At the end the client who solves the puzzle will be allowed to pass through the path to reach the server
which it wants to access. In the graph shown above with and without using the puzzle clearly shows that only a
small amount of spoofed packets will be passing through the ingress router. The clients which don’t solve the
puzzle will be considered spoofed and the IP packet will be discarded.

IV. PATH FINGERPRINT

In this scheme, each IP packet is embedded with a unique path fingerprint representing the route an IP
packet is traversed, and IP packets with incorrect path fingerprint is considered spoofed. The path fingerprint
scheme is placed at the server which the client want is to access the servers resources. A path fingerprint of an
IP packet is composed of two fields: a d-bit distance field and an n-bit path identification field where the former
represent the number of intermediate routers traversed, and the latter denotes an identifier derived from the
random numbers associated with the traversed network information in the route. The path fingerprint of an IP
packet is stored in the IP packet header and thus it is delivered to the destination host along with the packet. The
path fingerprint procedure is presented as follows, whenever a participating router receives an IP packet; it first
examines the distance field. If its value is O, the receiving router is then aware that it is the first participating
router the packet encountered in the path. In this case, the receiving router sets the distance field to 1 and sets
the path identification field to the random number associated with the incoming interface of the packet. On the
other hand, if the distance field is already a non-zero value its value is just incremented by one and updates the
path identification field with H(PID,N;), where PID represents the current value of path identification field in
the packet, N; denotes the random number of the incoming weak collision resistance.

Algorithm 1: Computation of path fingerprint on a participating router,

1. Let P, P.dist, P.pid and Ni denote an incoming IP packet, distance, path identification and random
number associated with the incoming interface of P. respectively.

2. For the first time the value of P.dist is initialized to 0.

3. P.dist&P.dist + 1, P.pid< H(P.pid,Ni)

4. End
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Fig 6: Path fingerprint
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In the example depicted, a packet traverses from the source S to the destination D across routers R1 to
R2. The first router in the path R1 sets the distance field to 1 and sets the initial Pid value to the random number
of the incoming interface, i.e., N1. Afterwards, each router increases the distance field and updates the Pid field
according to the previous Pid value and the random number of the current incoming interface. H denotes the
hash function. The 16-bit identification field in the IP header is chosen to be overloaded, the space for storing a
path fingerprint. This 16-bit is divided into two fields; one is 5- bit long used to store distance value and the
remaining bits are used to store the Pid value. In the server we maintain a queue for holding the incoming IP
packets. We currently recommended that several scheduling techniques such as FCFS (first come first Served),
priority, round robin, multilevel queue, multilevel feedback queue can be used for scheduling the incoming IP
packets. We don’t make any claim that which scheduling algorithm is the best, this may warrants further
research. In our scheme the service requests are serviced in FCFS fashion. In this way, filtering of spoofed IP
packets will be quite straight forward if the table that contains the mapping of IP addresses and their path
fingerprint is present.

A. Construction and Updating of SIPF table:

SIPF table is the table which will be used for discarding the spoofed packets. The table consists of 3
fields namely, IP, Pid, Counter where, IP represents the various source IP address, Pid represents the path
fingerprint and counter represents the no. of times a particular source has visited the server. The SIPF table is
constructed and its entries will be updated if there are changes in the topology of internet or in the internet paths
due to dynamic routing. Here SIPF table have entries for IP addresses that ever connected to the destination in
the past communications. So the SIPF takes only a small set of values. A new entry will be added to the table if
the destination host receives IP packet from a new IP address. Thus we can say that SIPF needs only a moderate
amount of storage and at the same time, reducing the time for searching. The path fingerprint of a specific
source IP address is explicitly explored by the use of ICMP echo-request message. Before an entry of a new
source IP address can be made, the destination host sends an ICMP echo-request message to the source IP
address. Then the path fingerprint in the returned ICMP echo-reply message is treated as the most upto date path
fingerprint of that source IP address.

There are 2 main reasons for invoking exploration of the path fingerprint of a specific IP address. The
first refers to the arrival of an IP packet with a new IP address. The second directs to the necessity of updating
SIPF table entry. Consider the first case when the packet from a new client arrives, a SIPF table cannot
accommodate the mapping of all possible IP addresses replacing an old SIPF table entry with a new one is also
an important issue that needs to be addressed. So we need a replacement algorithm. In our scheme the
replacement algorithm we use is MFU (most frequently used) algorithm. This algorithm is based on the
arguments that the entry with the smallest count was probably just brought in and yet to be used. There can be
almost 232 entries. So, when the table is full then the IP address of the source which has frequently visited will
be replaced by the new incoming IP packet. The algorithm below shows the updation of SIPF table.

Algorithm 2: Updation of the SIPF table.
1. LetP,Q, P.IP and P.pf denote the incoming packet, scheduling queue, source IP address and the path
fingerprint. Let ICMP.addr denote the value of ICMP echo request of the new incoming packet
If P.pf = SIPF.pf then If SIPF.counter >35 then
Delete the entry from the SIPF table, move the IP Packet to the end of the queue Q.
Else SIPF.counter €< SIPF.counter+1, Endif
Else, Send an ICMP echo request to the source
If ICMP.pf = P.pfthen, Update the new entry P.ID, and P.pf to the SIPF table
SIPF.Counter < 1, Else, Spoofed, drop the packet P. Endif , Endif

Nogakrowd

The no. of entries that are allowed in the SIPF table is upto the administrator of the internet servers. In
our proposed scheme we have assumed that a maximum number of times a particular source can request the
server as 32. Once the maximum value is reached the corresponding entry will be deleted. This mechanism is

IJETCAS 12-224, © 2012, JETCAS All Rights Reserved Page 105



V. Praveena., International Journal of Emerging Technologies in Computational and Applied Sciences, 2(1), Aug-Nov. 2012, pp-101-105

used because the entire request will be responded without much delay and all the clients will get its turn without
much delay.

Fig 7: The distribution of: (a) number of intermediate routers, and (b) the value of path identifications.
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V. CONCLUSIONS

In this paper, we presented a defending technique against spoofed DDOS traffic. This technique intends
to complement, rather than replace existing schemes. For instance, the proposed scheme helps to discard
spoofed packets in the ingress routers by using client puzzles and at the egress side we use the path fingerprint
scheme. Furthermore, by weeding out a majority of spoofed attack packets, our approach allows some resource
management systems, that share resource fair amount many participants, to work better.
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