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Abstract: In this paper a new autonomous chaotic circuit is proposed to generate a chaotic signal which
has wider power spectral density and shows significant power strength over large range of frequencies.
The circuit can be used for signal masking application with improved system's security. Circuit is simulated
using Orcad-Pspice and realized using simple electronic components.
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l. INTRODUCTION

In signal masking application, a chaotic signal is used as pseudorandom noise signal and it is added to the

message signal at transmitter to hide the message signal. For this purpose the power spectrum of chaotic
signal must be broad, flat and having higher power density than the message signal so that message will be
fully buried into the chaotic signal. If such requirement is not fulfilled then system’s security is weak and
any unintended receiver can recover the masked message signal using high pass filter circuit. Thus it is
required to design a chaotic oscillator which could have wide bandwidth and large signal power over wide
range of frequencies.

In 2004 G.Alvarez and F. Motoya [1] demonstrated that the cryptosystem given by M.Bautayeb [2] and
T.L.Liao [3] are weak and can be broken without knowing its parameter value and even without knowing
the transmitter structure. In 2007 G.Alvarez and Shujun Li [4] reported breaking of projective
synchronization based chaotic masking cryptosystem proposed by Li and Xu [5] by high pass filtering. The
reason of weak security of these systems [2, 3, 5] is that, the spectrum of chaotic signal used for
cryptosystem is narrowband, decaying very fast with increasing frequencies as given in Fig.1 [1].In 2010
J.C.Sprott [6] suggested two chaotic circuits which are simple and robust and oscillate chaotically but the
dominant peak of power spectrum appears at low frequency range, approx.10Hz to 1KHz, after that the
signal power decays very fast. In 2011 J.C. Sprott [7] presented a new chaotic jerk circuit which has
frequency spectrum wide enough up to 10 KHz but the strength is decaying fast with increasing
frequencies as shown in Fig.2. In 2012, Jink Pan and Qun Ding [8] modified the Lorenz spectrum by FFT
truncation method to get flat spectrum over wide range of frequencies to increase the security and stability
of the chaotic masking system but the circuit realization of such scheme is not given. In such case the
chaotic signal will be not suitable for the application in the secure communication. Thus in order to
increase the security of the chaotic masking system a new chaotic circuit is presented in this paper, which
generates a chaotic signal having wide bandwidth and the spectral components have large power over wide
range of frequencies . The proposed system can be used for personal secure communication.The circuit
simulation is done using ORCAD-PSPICE programs and circuit is designed and implemented with Op-
amps and passive components. Section Il deals with the mathematical equations governing the operation of
the circuit, phase portraits of the simulated and real time implemented system and power spectral density
plot of the circuit. Finally in section 11l conclusion is given.

1. CIRCUIT DESIGN AND IMPLEMENTATION:
The system is defined by jerk equation (1).
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Fig.1 power spectral density of system given in [1].

0 T

dbl. sl ; \L'!‘FMM‘“‘

— i, NiE

10 100 1k 10k
Frequency (Hz)

Fig. 2 Frequency spectrum of the output of the chaotic circuit [7].

System has two equilibrium points (0, 0, 0) and (-8, 0, 0) and the corresponding eigen values are Ay = —
0.803, A, = 0.151 + 1.1051, A3 = 0.151 — 1.105i and A1 = 0.601, A, = — 0.550 + 1.165i, A3 = — 0.550 —
1.165i. Some eigen values have positive real parts which implies chaos [9].The equation (1) can be
implemented electronically as shown in Fig.3.The circuit is designed for four positive real constants a, b, ¢
and d. The values are taken as a = b =1, ¢ = 0.5 and d= 0.125 and initial conditions is (Xo, Yo, Zo) = (0.001,
0.01, 0.1) Circuit Equation is given as (2).
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Fig.3 circuit schematic

The component values are calculated by taking suitable value of time constants for the Integrator circuits.
Here the value of all three capacitors C;, C,and C; are 1nF and the value of resistors is taken as with R; =
R, = R4 = Rs = R; = Rg = Rg = Ry =100k, R3 = 80k and Rg = 200k.The circuit has three integrators in a
feedback loop and a multiplier, Op-amp TL081 and IC AD633/AD is used as a multiplier. The circuit has
been fabricated on breadboard. The chaotic attractor can also be seen on the screen of the oscilloscope as
shown in Fig.4 as an evidence of chaos. Fig.5 shows the chaotic attractors of the simulated circuit. The
circuit displays typical strange chaotic attractor. A chaotic signal has aperiodic nature in time domain and
thus exhibits broadband noise like power spectrum. The power density spectrum of chaotic signals is
shown in Fig.6. The dominant frequency of oscillation is expected to be f = 1.105/27rRC = 1.75 KHz
which matches with simulation results. The power of the signal no longer concentrated in a small nhumber
of frequency components; rather it is distributed over a broad audio range of frequencies as shown in Fig.6.
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Fig.4 Actual circuit in operation.
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Fig.5 Pspice simulation result of chaotic Attractor.
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Fig6. Power density spectrum of chaotic signal
1. CONCLUTION:

A new chaotic circuit is designed and implemented to generate a chaotic signal which has wider power
spectral density and exhibits significant power strength over large frequencies. The circuit can be used as
chaotic generator in signal masking applications to improve the security of the cryptosystem.
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