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Abstract:New technologies are developing rapidly and these technologies are playing vital role in our daily
life. But technologies are facing a big issue on data security. In today world cryptography is keystone of
computer and communication security. To provide secured data transaction or communication by using
security algorithm.It is based on different concepts of mathematics such as number theory, computational —
complexity theory, and probability theory. Cryptography algorithms are DES, Triple DES, AES, RSA, ECC,
RC4, DSA, Hash algorithms etc., In this paper we study about various security algorithms used for data
communication andtheir comparisons.
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I. Introduction

Today modern age is turning into technology age. We are transmitting information via technologies by using
internetwork. Some outsider or third party can attack or eavesdrop our sensitive information easily. So by using
cryptography we can prevent such intruders. Cryptography is the heart of technologies for our data
security.Cryptography performing two phases that is encryption and decryption [1].
Encryption: - Enciphering is the process of replacing data with unreadable code. That unreadable code also
known as cipher text, encoded text, encipher text, encrypted text. Encryption is using key for encrypting the
information.
Decryption: - Deciphering the cipher text into original text by using encryption key.
Key: - Key is important aspect in security algorithms. Strong encryption algorithm is built on the number of
factors such as how key is created, managed, secured, size of the key and also depending on algorithm. Based on
the key we categorized the cryptography into two types as shown in Figure 1.

Figure 1 Classification of cryptography

Cryptography

Symmetric key cryptography 4J L Asymmetric key cryptography

— — — | ——

Stream cipher Block cipher RSA ECC
| v
\ \ 4
] Diffi- Y
RC4 Blowfish DES 3DES Hellman
Digital
Signature
\ 4
AES

AIJRSTEM 19-113; © 2019, AIJRSTEM All Rights Reserved Page 63


http://www.iasir.net/

Lavanya et al., American International Journal of Research in Science, Technology, Engineering & Mathematics,25(1), December 2018-
February 2019, pp. 63-67

This Literature survey paper focuses on describing the encryption techniques and how it keeps sensitive
information securely and comparisons of the techniques.

Il. RELATED WORKS

A. DES(Data Encryption Standard)

In 1972, IBM was presented the DES security algorithm by Horst Fiestel for to prevent the sensitive data from
attackers. In 1977, DES was improved as Federal linformation Processing Standard (FIPS) by National Bureau
of Standard [2] [3]. DES is block cipher method. DES using 64 bit key (2% or 7.2*10) from that 56 bit used for
key bit i.e. used for encode and decode the data. Another 8 bit is used as parity bit for error correction [3]. Initially
carrying out permutation with 64 bit input. Next to encrypt the message performing the encoding operation 16
rounds. At final permutation output consists 16 round of the key and it is contains function of the input message
and the key. Mostly used in military secret information transformation, banking industries, commercials and so
on. DES cracking by using key exhaustion and brute force attack [3]. [4] To create an application for file security
and in this application using DES and LZW (Lempel- Ziv - Welch) algorithm for secure the data. LZW is one
of the data compression technique and this one is reduce the number of token reserve for 1 symbol. So level of
safety is higher and data cannot be read easily by outsiders.

B. 3DES OR Triple DES

Triple DES is invented by IBM in 1988 and standardized in ANSI X9.17 and ISO 8732. 3DES was alteration of
DES because it is performing the DES technique 3 times for each and every block of the information and also the
advancement of the key size. Instead of performing full process of block cipher 3DES just increment the key
length. Since Triple DES overcomes the disadvantage of DES like Brute force attack. The important plus point of
3DES is key size 268 . The encoding and decoding of Triple DES is:

Encode:-

c=Encryptks (Decryptk, (Encryptk: (P)))

Decode:-

P= Decryptks (Encryptk, (Decryptki (C))) Whereas, C= Cipher text, P- plain text, ki,kxand ks — keys.

The major weakness of 3DES is slow in Softwares because it was developed in 1972 in hardware installation
with no efficient software, slow process for that reason it has 3 more time and rounds [3]. Mayes.M.Hoobi [1]
presented the strong 3DES through combine the Triple DES and N* Degree Truncated Polynomial (TPR) for the
reason is to improve the high level of security of 3DES. TPR is hang on embedding message in a polynomial ring
R. The ring R contain of truncated polynomial of degree N-1 and it is having the integer coefficients with this
help to reduced modulo of certain parameters. The ring is R=Z[X]/XN-1, whereas Z- set of integers, N — 1 more
that the degree of the polynomial. In the proposed 3DES-TPR algorithm using 2 functions intended for advance
the 3DES algorithm.

The functions are:-

i)  Enckey() - added at encode

ii) Deckey() - added at decode beforehand the first round of decryption

By adding this function to increase the complexity in a block cipher and brute forced attack is also difficult to do.

C. AES(Advanced Encryption Standard)

In 2001, NIST (National Institute of Standard and Technology) introduced the AES. NIST selected the Rijndael
from out of 15 candidates. After Rijndael named as AES and it is developed by Vincent Rijmen and John Daemen.
AES is currently using algorithm and day-to-day continuously improving the block size 128bits with key size
128bits, 192 bits, and 256 bits. AES performing operation rounds 10, 12 or 14 for the 128bits, 192bits, and 256
bits. Process of the round is performing based on the key size [3]. AES operation is combination 4 different
action.
Thoseoperationsare:-
e Sub-bytes — substitute byte transformation is transforming the every bite of a data item into other piece.
[2]
e  Shift rows transformation — Shift-row shifting the byte current position to another position. First row is
unchanged other rows shifted cyclically by a certain offset. [2]
e Mix columns transformation — Composed with shift row, Mix column provide diffusion in the cipher.
[2]
e Add round key transformation- using key schedule to derive the sub key from main key for each round
[2].
Shadi Aljawarneh, Muneer Bani Yassein and we’am Adel Talafha [5] proposed a multithreaded
programming approach for multimedia big data: encryption system by combining 3 major components: Feistel
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Network, AES with the S-box, and the Genetic Algorithm’s mutation crossover operators. AES main issue is key
generation and management. So to solve this problem by using the proposed method. Feistel network imply to
building the block ciphers. GA techniques covers genetic operators for example selection, crossover, mutation
and the fitness function. GA is used to resolving the constraint or unconstraint optimisation problem for better
quality. In each block GA integrates and joint the ciphered text and the cipher key together depending on the
actions of the crossover and the mutation operators. This process performed fixed number of iterations. [6] In this
paper, using ARIA algorithm. ARIA is designed by South Korea and using AES for Hadoop. The user select
between theses 2 algorithm after that encrypted based on decided algorithm and distributed into data nodes with
64MB unit of HDFS blocks

D. Blowfish Encryption

In 1993, Bruce Schneier introduced the Blowfish. Blowfish is fastest, license free, unpatented, and freely available
and alternative for existing encryption algorithms.it is a robust block cipher technique [3]. Blowfish is 64 bit block
cipher and performing 2 operations. First operation is key expansion and second is data encryption. Blowfish
doing 16 rounds of encryption and decryption process [7]. Anupam Baruah, Lakshmi Prasad saikia [7] using
blowfish encryption to provide information security for e-banking. [8] In the paper, associate the blowfish and
DCA (Defacement of Colluding Attack) encryption algorithm for to improve the data security. DCA doing pre-
process the data previously enter into input of blowfish algorithm and blowfish performing its encryption process.
These algorithm is having less encryption and decryption so time consuming also reduced.

E. RSA(Rivest Adi Adleman)

Adi Shamir, Leonard Adleman and Ron Rivest introduced RSA in 1978. RSA is asymmetric encryption algorithm
and it is based on two product of prime numbers (p and g). RSA consist of three actions and those actions are
key generation, encryption and decryption [9]. In Key generation, choose g and p. Then work out n=p*q, calculate
@ (n) = (p-1) (g-1), take e from 1<e< ® (n) and then d*e=1 mod @ (n) this is kept as private key exponent. And
the public key is (n, e) and the private key is (n, d). Encryption is C=M®mod N where 0<M<N and decryption is
p=M¢ mod N [2] [9]. MukeshKumar[10] proposed a block based symmetric algorithm that is produce the initial
key using a pseudorandom prime number and their exponential values were used, promote this key was used for
encoding the given secret data using RSA algorithm. To encrypt a secret data, using 512 bit key size with some
combination of alphanumeric method.

F. Digital Signature(DS)

In 1991, DSA was proposed by the National Institute of Standards and Technology (NIST). After that in 1993,
adopted as FIPS 186 [9]. Digital signature has 3 phases.

1)Keygeneration— choice of 2 large prime number and generates 2 keys as private and public key.

2) DS generates — by using message, keys, and modular arithmetic to form the signature.

3) Signature verification- using verification equation to verify the message against the original message [11].
[12] In this paper, authors generated the digital signature process based on the hash function. Enciphering the
password by using SHA1 (Secure Hash Algorithm) and this converts the original text into as fixed length of
encoded string. After compress the random hash to 16bytes, output turn into as key to the algorithm AES. Next
choosing key from key-base to be signing the text using AES. Embedding the keyed with signed text and sent to
the receiver. After receiver verify the text by mining the key 1D from message and confirm the key Id in the Key
base later applying AES for decryption

G. Hash Algorithm

Hash using any mathematical function for used to map data of arbitrary size. Hash algorithm is function that is
converting data string to numerical string as output if fixed string using functions. That output string must be
lesser then the input string. Hash function is collision resistance, pre-image resistance and second pre-image
resistance. Based on the different hash functions are MD2, MD4, MD5, SHA1, SHA2, SHA3 etc. Vikas Goyal
and Chander Kant. [13] Proposed the Hybrid Encryption Algorithm for Ensuring the Cloud Data Security by
using 3 different algorithms are ECC, AES and SHA-1.first encoded the data with the help of AES to avoid the
man-in-the — middle attack, insider job attack, etc., then to provide the data integrity for user side using SHA-1
to verify later on. SHA-1 is unidirectional. Even single change in the data we can easily detect by using this
algorithm. For key generation purposed using ECC technique. Finally using OTP for user name and password.
By this various technique prevent the data from lots of attacks such as brute force attack, authentication attacks,
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dictionary attacks and man-in-middle attack etc., [12] In this paper authors, using digital functions based on the

hash function (SHA1). And SHA-1 outcome becomes as key to the AES for encrypt the data. For deciphering,
first verify the text by extracting the Key ID from the message after confirmed imply the AES for decrypting.

Overview of Security Algorithms

The below tables are overall information’s of security algorithm. Discussing in this paper mentioned algorithms.
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Hash algorithm has day-to-day updations andso it has lots of different algorithm types like SHA1, SHA2, and

MD5. Some Hash attacks are collision attack, preimage attack, birthday attack.

IV. Results
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From the above, comparisons of cryptography algorithms we are able to state that the best cryptographic methods
are AES, TDES, Blowfish and the combination of DS and Hash provides the strongest algorithm. When we use
DS and Hash for key generation and verification and encrypt using AES we can generate the strongest algorithm.
Because compared to others still AES seemed to be strongest algorithm.
V. Conclusion

This paper performed survey about some important frequently using cryptography algorithms. These algorithms
are studied and investigated well in order to help enhancing these algorithms in further to provide more security,
integrity, confidentiality of the data. And the comparisons gave some idea about which is the strongest between
the available security algorithms. When we combine symmetric and asymmetric algorithm it will give more
accurate security features while using compression techniques to reduce the storage, bargaining on the time
consumed.
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