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1. Introduction 

The development of Internet of Things (IoT), Cyber PhysicalSystem (CPS) and Wireless Sensor Network 

(WSN) greatlypromoted the interconnection and intercommunication of allkinds of things [1], [2]. Physical space 

is connected intoinformation space by various sensing technologies [3].The energy supplies of the WSN nodes 

come from the batteriescarried by the nodes, which are not suitable for chargingor replacement for cost and ease 

of use. The energy of thenetwork node is mainly consumed in the data communicationmodule [4]. Therefore, how 

to improve the communicationefficiency and reduce the working time of the communicationmodule can 

effectively improve the life of networknode [5]. The traditional wireless communicationprotocol cannot be 

adopted, and the protocol needs to beredesigned. If node wants to access the channel, it needs bedeployed through 

the Media Access Control (MAC) protocol[6]. 

 

In this work, we analyze the DRAND algorithm andE-T-DRAND algorithm in detail. On this basis, by 

introducing the idea of Lamport's bakery algorithm, we propose thedistributed TDMA scheduling algorithm based 

on exponential backoff rule and energy-topology factor, namely EB-ETDRAND algorithm. And the priority 

control algorithm ofthe EB-ET-DRAND based on exponential backoff rule and energy-topology factor are 

presented to appropriately adjustthe priority of time slot allocation. In addition, we introducethe implementation 

process of EB-ET-DRAND schedulingalgorithm in various different states. The time slotstructureand frame 

formats of algorithm are designed.Although the great benefits brought by fog computingparadigm, security 

problems including data confidentialityand access control are similar to that in the area of cloud computing and 

IoT. Moreover, they are more easily compromised and low-trustworthy since fog nodes are deployed atthe 

Abstract: Attribute-based cryptography is a well-known technology to guarantee data confidentiality and fine 

grained data access control. However, its computational cost in encryption and decryption phase is linear with 

the complexity of policy. In this paper, we propose a secure and fine grained data access control scheme with 

cipher text update and computation outsourcing in fog computing for IoT. The sensitive data of data owner are 

first encrypted using attribute-based encryption with multiple policies and then outsourced to cloud storage. 

Hence, the user whose attributes satisfy the access policy can decrypt the ciphertext. Based on the attribute-

based signature technique, authorized user whose attributes integrated in the signature satisfies the update 

policy can renew the ciphertext. Specifically, most of the encryption, decryption, and signing computations are 

outsourced from end devices to fog nodes, and thus, the computations for data owners to encrypt, end users to 

decrypt, re-encrypt, and sign are irrelevant to the number of attributes in the policies. We measure various 

metrics such as average residual energy, percentage of composite events processed successfully at the sink, 

and the average number of hops to reach the sink. Scheduling algorithm based on exponential backoff rule and 

energy-topology factor, namely EB-ET-distributed randomized (DRAND) algorithm. We analyze the typical 

DRAND time slot assignment algorithm and the distributed TDMA slot scheduling algorithm based on energy-

topology factor, which is proposed in our another work. Then, we introduce the implementation processes of 

the EB-ET-DRAND scheduling algorithm in various different states. The time slot structure and frame formats 

of algorithm are designed in detail. Finally, we implement a mesh network simulation system to evaluate the 

performance of proposed scheme. The experimental results indicate that the EB-ET-DRAND scheduling 

algorithm greatly improves the performance of time slot allocation and reduces the message complexity, time 

complexity, and energy consumption. 
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network edge and much lower cost than cloud servers [7].One promising approach to solving such problems is 

toencrypt data in advance before the upload. The concept ofattribute-based encryption (ABE) is a one-to-many 

cryptographic technique that fulfills these requirements [8].It features a mechanism that enables an access 

controlover encrypted data using access policies and ascribedattributes among private keys and ciphertexts. 

Especially,the ciphertext-policy ABE (CP-ABE) enables data owner toThus, the key point of secure ciphertext 

update is that the user who renews the ciphertext should be able toprove to the cloud service provider (CSP) that 

he is a validuser.  

The traditional approach is to sign the modified data,which means CSP must simultaneously maintain a 

public keylist of valid users to verify the identities of users. However, itwould bring a lot of extra burden to 

maintain the key list ifextisting a large number of users, and CSP can knowidentifies of users in this way, which 

discloses the user privacy.A novel cryptographic technique known as attribute-basedsignature (ABS) is able to 

help CSP to verify whether theuser is valid [9]_[11]. In an ABS system, user can sign mes-sages with a claim 

policy and his attributes. Then, with thesignature, the CSP can check whether the signer's attributessatisfy the 

claim policy while remaining completely ignorantof the identity of signer. Therefore, adopting ABE and ABScan 

achieve data confidentiality, _ne-grained access controland user verification, but it also brings high 

computationalcost at the same time in fog computing [12]. The encryption,decryption and signing operations of 

ABE and ABS requirea large number of module exponentiations, which commonlygrow linearly with the number 

of attributes in policies. Thispresents a significant challenge for users who access andmodify data on resource-

constrained IoT devices with limited computation and storage capacity. 

 

II.  Related Works 

The concept of fog computing is proposed by Cisco in 2014,which can be regarded as a layer in the middle of the 

cloud andend users consisted by fog nodes, such as hardened routers,switches, and etc. [13]. They are much closer 

to end usersthan cloud servers, and some of the workloads and servicestaken in the cloud are moved to the fog 

nodes. Similar to thecloud servers, fog nodes are not fully trusted as well, datasecurity would raise great concerns 

from users when theystore sensitive data on cloud servers through fog nodes [14].Thus, a new access control 

scheme with cloud, fog and usersshould be considered, since the network structures and systemmodels are 

different, in which fog nodes should assist user, tomake less computational complexity and more flexibility leftfor 

users. 
 

The centralized allocation methods mean that there is acentral controller in the network, which is responsible for 

thecalculation of the resource allocation scheme of the wholenetwork. It needs to know the information of the 

whole networkand distribute the allocation scheme to every node. Theresults generated by the centralized 

allocation of the entirenetwork close to the optimal. But it is not suitable for thefrequent changes of network 

topology. The frequent calculationand distribution of allocation scheme greatly increaseadditional cost.In the 

centralized allocation algorithm, graph coloringis used as a common method. However, there are many 

deficiencies in the case of multi-channel using this scheme,for example, interface constraints, bandwidth 

constraints, etc.Raniwala et al. [28] proposed the Load-Aware ChannelAssignment (LACA) method which was a 

multi-channelsheuristic allocation algorithm with multiple constraints.It increases the actual network throughput 

by restricting thenumber of channels, the requirements of network traffic andthe number of interfaces. The LACA 

is based on the changesof network load so that it can be applied to multi-channeloccasions. According to the 

estimated network load, thecommunication links are grouped according to the conflictrelation, and then the 

communication resources are allocatedto the nodes in the network. In the scheduling process, LACAalgorithm 

constantly adjusts the channel resource schedulingprogram according to the network traffic. Because it is 

acentralized scheme, the algorithm was suitable for staticnetworks.For the distributed resource allocation 

methods, every nodedetermines the occupancy of time slots and channels accordingto their own local information 

to generate allocationstrategy in a distributed manner. The distributed allocationmethod is more suitable for 

dynamic networks, but the performanceof the scheme may be lower than that of centralizedallocation. The 

distributed resource allocation method canarrange the resources reasonably according to the demand,so the 

wireless channel resources can be used efficientlyand the time slots can be multiplexed as much as possible.The 

dynamic TDMA protocol has a special control framestructure, so the control part and the data part do not 

interferewith each other. Some researchers have proposed manydistributed time slot allocation schemes. The 

DRAND andDSA-AGGR algorithms are the typical distributed time slotallocation scheme.Based on the 

centralized randomized time slot schedulingscheme (RAND) [29], Rhee et al. [25] proposed the DRANDscheme 

which was a distributed randomized time slotscheduling algorithm. It implements the RAND algorithm ina 

distributed way. In this algorithm, the time slot sequenceis allocated by coordinating requests among network 

nodes.It can solve the conflicting node requests to assign the slotsequence of the TDMA. However, the time slot 

allocationwith completely randomness decrease the efficiency, and alsoresult in the high collision rate of the 

message and the lowenergy efficiency. The algorithm is suitable for the networkwith limited mobility which most 

nodes do not move.Sato and Sakata [30] proposed a distributed TDMA slotscheduling algorithm with prioritized 

control based on Lamports bakery algorithm. It can constitute a localized networkby measuring the distance to 
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respective node. This distancemeasurement-oriented scheme is shown as a possible replacementof DRAND 

scheduling algorithm. It improves theefficiency of TDMA slot allocation and reduces the timeconsumption on 

slot allocation, but increases the number ofmessage required to allocate time slots. 

 
III.  Event Model Description 

A WSN event is defined as an observable occurrence ofa phenomenon or an object during a period of time in 

a specific area[3]. We distinguish two types of events:atomic events and composite events. 

An atomic event is triggered when a single sensingvalue (or attribute) exceeds a given threshold. Similarto Ref. 

[30], we denote an atomic event by e.t; s;R/where t is the time when the event occurs and it canbe a specific time 

or an interval, s is the location of theevent and it can be a point or a region, and R is a logicalexpression defining 

the conditions when the eventoccurs. 

Distributed Algorithms for CEDR inMobile-Sink WSNs: In this work we assume that only one composite event 

isrequested by the sink at a time. An energy-efficient mechanism to aggregate dataor events is using clustering. 

There are severalapproaches proposed in literature for clustering inWSNs[9, 13–15, 17]. We distinguish fixed 

clustering andevent-based clustering. 

CEDR for fixed clustering 

In this case we assume that the clusters are fixed andthey are constructed after the network is deployed, thatmeans 

before Phase 1 begins. Therefore, in this case,the clustering does not account for the type of event tobe 

monitored.The area is divided into a grid. The grid cell size is at most Rc=p5. In this way anytwo nodes from 

neighboring horizontal or vertical cellscan communicate directly. The nodes in each grid cellform a cluster. We 

assume that the network is dense,so that each grid cell has at least one sensor node. Thenodes are aware of their 

location. After the nodes aredeployed, they can compute their grid cell based ontheir location. The CH is the node 

with the largestresidual energy and in case of a tie, the one with thesmallest ID becomes the CH. After 

deployment,nodes send a Hello message containing their ID,location, and residual energy. The CH node, selected 

asspecified previously, sends a message JoinClusterandall the nodes in the cluster reply with an ACK 

messagecontaining their ID. To communicate with the sink withincommunication range of at least one CH 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 
Figure 3.1 IoT Architecture 

 

IV. Communication protocols 

We could identify three interaction models of communicationbetween data producers and data consumers in 

thecontext of Web applications. The first model is request replyinteraction, which is also referred to as pull-based 

dataaccess, or synchronous data delivery, and is typical for aservice-oriented architecture. This model assumes 

that clientsissue requests or queries to a service provider for specificdata, and the service provider replies with 

appropriate data.IoT application developers are able to choose one of thefollowing approaches: 

Representational State Transfer (REST) _ is an architecturalstyle in which a client issues the standard HTTP 

request,choosing one of the methods such as GET, POST, PUT, andDELETE, and a server responds with 

appropriate data. TheREST architectural style denotes interaction between a clientand a server based on resources 

that are accessed using theHTTP protocol, addressed by URI, and represented by XML,HTML, or JSON formats. 

Standard Web Service_a Web service aims to providecommunication interoperability among different software 

platforms where the interface is described by WebServices Description Language (WSDL),1 and messages 
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are exchanged through the Simple Object Access Protocol(SOAP),2 which is based on the HTTP protocol and 

XMLdata format. However, the standard Web service can be usedonly from the browser's plug-ins, and not from 

the standardHTML-JavaScript based platform. 

Remote Object Method Call_this method is available invarious Web frameworks Application Programming 

Interfaces(API), and is based on the standard HTTP request.The idea is to provide a proxy object with certain 

methodson the client side, which represents the remote object.Invocation of a method of a proxy object is 

propagated tothe remote object. The common approach is that the clientprovides a callback object/function that is 

called when theoperation is completed. 

V. V. Simulation 

We conducted simulations using WSNet, an opensource event-based simulator for WSNs. WSNetwas developed 

by the Center of Innovation inTelecommunication CITI Laboratory associated withINSA Lyon France. WSNet 

uses object-oriented C++language, Linux operating system, and provides aplatform where new modules can be 

developed. Inaddition, it provides support for energy model and eventmodeling, features which are important in 

WSNs.  

A. Simulation environment 

The WSN is deployed into a square area A, wherethe square length A.L takes values between 440m and1100 m. 

The values have been selectedsuch that the area can be divided into a grid, with cellsize of 44 m. In this way, any 

sensors in horizontallyor vertically adjacent cells can communicate directly.This feature is useful for our grid-

based algorithms. 
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The number of attributes used in the experiments is from5 to 50, and the experimental result is the average number 

of10 runs. We consider this range to be representative enoughfor a wide range of real world IoT applications.First, 

we analyze the time cost of the data encryption anddecryption by comparing our scheme with Zuo et al. and Zhang 

et al. In data encryption phase, a data ownerencrypts with an access policy and an update policy, andposts the 

encrypted to the public cloud through fog nodes.We can see the encryption time of our schemeand Zhang et al. is 

constant since most of the laborious decryption operations are delegated to the fog nodes,while it versus the 

number of attributes in access policy inZuo et al. The decryption time on usersversus the number of users' 

attributes. Specifically, inZuo et al., Zhang et al.and our scheme, the heavycomputation operations of decryption 

are outsourced to external server, such as cloud servers and fog nodes, thus thecomputation operations for users 

to decrypt in these schemesare irrelevant to the number of attributes in the access policy.The time complexity on 

users of cipher text update whichmainly refers to signing algorithms in both our scheme andSu et al.  

 

 

Concerning on the localcomputation performed by the signer, our scheme achievesmuch nearly constant 

performance compared with the linearincreasing efficiency of the scheme of Su et al.byoutsourcing many 

computations to fog nodes. This advantageallows our scheme to be applied for the resource-constrainedIoT 

devices to complete the signing task.Moreover, we consider that the IoT device has limited storage ability. Since 

the outsourcing key can be firstly generatedby attribute authority and then sent to the fog nodes. There-fore, the 

user only needs to store a small-sized component Dlocally but still maintaining encryption, decryption and signing 

capability. We argue that such amount is acceptable forIoT devices such as Samsung phone used in our 

experiments.In summary, the experimental results show that our schemeincurs less computational cost on the 

encryption of dataowner, the decryption and signing of user, which ensuresbothgrained data access control and 

efficient cipher textupdate in fog computing. Hence, our scheme could be appliedto smart healthcare, vehicular 

cloud computing, and etc. 

 
 

VI. Conclusion 

In this paper, we propose a secure data access control schemein fog computing for IoT based on CP-ABE and 

ABS. Thesensitive data of users are first encrypted with both accesspolicy and update policy, and then outsourced 

to cloud serversthrough fog nodes. Thus, the users whose attributes satisfythe access policy can decrypt the 

ciphertext. In order toaddress the issue of data modification, the CSP will checkthe signature, to ensure that only 

the users whose attributessatisfy the update policy can renew the ciphertext. Hence, ourscheme achieves both _ne-

grained data access control andsecure ciphertext update.Moreover, our scheme presents an outsourced 

encryption,decryption and signing construction by delegatingmost of theoperations to fog nodes. The extensive 

performance analysisand experiments are conducted, and the results indicate ourscheme can well tolerate the 

increasing number of attributes,which is suitable for the resource-constrained IoT devices infog computing. 
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