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Abstract: Due to the wireless nature and infrastructure-less environment of WSN, they are more vulnerable
to many types of security attacks. This paper proposes a technique to detect the black-hole attack using
multiple base-stations and a check agent based technology. This technique is Energy efficient, Fast,
Lightweight and Reduces message complexity. An effective solution is proposed that uses multiple base
stations to improve the delivery of the packets from the sensor nodes reaching at least one base station in the
network, thus ensuring high packet delivery success. The proposed technique is more efficient than the
previous techniques and gives better results. Check agent is a software program which is self-controlling
and it moves from node to node and checks the presence of black-hole nodes in the network. Routing
through multiple base stations algorithm is only activated when there is a chance of black-hole attack on the
network.
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l. Introduction

A WSN is composed of large number of sensor nodes which are distributed in the wireless
environment. This feature allows a random distribution of the nodes in the disaster relief operations or
inaccessible terrains and several other applications. The other applications [9] of WSN includes environmental
control such as fire-fighting or marine ground floor erosion, also installing sensors on bridges or buildings to
understand earthquake vibration patterns, surveillance tasks of many kinds like intruder surveillance in
premises, etc. Due to the wireless nature and infrastructure-less environment of WSN, they are more vulnerable
to many types of security attacks. Generally, the attacks are of two types in WSN- active attacks and the passive
attacks. Black-hole attack is one of the harmful active attacks.

I1. Black Hole Attack

Black-hole attack- In the black-hole attack, a malicious node advertises the wrong paths as good paths
to the source node during the path finding process as in reactive routing protocols or in the route updating
messages as in proactive routing protocols. Good path means the shortest path from source node to the
destination node or the most stable path through the sensor network.
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Fig. 1 Black hole Attack [15]
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When the source select the path including the attacker node, the traffic starts passing through the
adversary node and this nodes starts dropping the packets selectively or in whole. Here, these re-programmed
nodes are termed as black hole nodes and the region containing the black-hole nodes are black hole region.
Black hole region is the entry point to a large number of harmful attacks [14].

I11. Checking Agents & multiple Base stations

In a WSN, successful packet delivery to the BS is more essentially required than the prevention of data to
be captured by an attacker. By using efficient data encryption algorithms such as AES and data anonymity
techniques, the information captured by an attacker can be made inconsequential. So, focus should be on the
objective of delivering the packets to the BS in the presence of black hole nodes. Here, a good solution is
proposed that uses multiple BSs placed in the network to improve the delivery of packets from the SNs reaching
at least one BS in the network, thus ensuring high packet delivery success. In a WSN, a BS is a laptop class
device so the idea of deploying multiple BSs is inexpensive. Here, multiple BSs are used to improve data
delivery in the presence of black hole attacks.

Check agent is a software program which is self-controlling and it moves from node to node and checks the
presence of black-hole nodes in the network. The technique is implemented using java language and the results
are compared with and without the check agents.

1V. Related Work

An Algorithm has been proposed in which the list of neighboring nodes is maintained by each node in
the network. Routing path is established here using Dijkstra algorithm. Initially, routing is done through the
nearest base station i.e., without using multiple base stations technique. Routing through multiple base stations
is only activated when there is a chance of black hole attack in the network. It is needed in the sensor networks
to save the energy. Steps involved in algorithm are:

STEP 1- Routing through nearest base station is activated to send the packets.

STEP 2- when there is a chance of black-hole attack then to check the presence of black hole nodes in

the network, Check agent randomly visits every node in the network

STEP 3- When check agent visits a node ‘i’,

= Checks the frequency of receiving packets for every neighboring node in the list of node
9.

= Ifit finds 0 (No packet from node ‘j’ to ‘i’) for neighboring node j’,

= It doubts node °j’ is a black hole node and it triggers routing process algorithm through
multiple base stations for time t.

STEP 4- Within time ‘t’, it confirms whether node ‘j’ is a black-hole node or not.

STEP 5- If node j’ is a black hole node, it revokes node j’.

STEP 6- After time ‘t’, it triggers routing process algorithm through nearest base station.(without using

multiple base stations).

V. Implementation Results
The technique is implemented using java language and the results are compared with and without the check
agents. The parameters taken as shown below:

Parameters Value
Network scale 200*200
No. of nodes Random
No. of base stations 4

No. black-hole nodes 4

No. of check agent 1

Parameters used
This technique proves 99% better results than the previous techniques. The detection of the black-hole by the
check agent is done in a better way with 99% assured. The results are shown below.

* Fig 2 shows the graph between the average energy of the nodes and time. This shows that the energy

of nodes decreases with the increase in time.
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Fig. 2 Average Energy at nodes vs. Time

Fig. 3 shows that the no. of nodes increases as the radius of the black-hole region increases. As large is the
black-hole region, more it covers the black-hole nodes.
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Fig. 3 No. of nodes vs. Black Hole Region Radius

Fig. 4 shows the %age of successful packet delivery with no. of base stations. It can be seen that the packet
delivery is maximum in case of four base stations and least in case of one BS.

no. of base stations

1 base station 2 base station 3 base stations 4 base stations

Fig. 4 Successful Packet Delivery vs. No. of Base Stations

Fig. 5 shows the message complexity with no. of nodes with and without check agent. It is shown that message
complexity is more without check agent and less with the check agent.
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Fig. 5 Message Complexity vs. No. of Nodes

VI. Conclusion

The proposed work proves a 100% detection technique to prevent the occurrence of black-hole attack in WSN.
This technique uses routing through multiple base stations only when there is a chance of occurrence of black-
holes in the network. Otherwise routing through nearest base station is done to reduce extra use of messages in
the network. Hence, it reduces the consumption of energy in the network by the node which is a major factor
which is limited and is to be considered carefully in the sensor networks. Check agent plays a major role in the
detection of black-holes in the network and also reduces extra overhead from the network. The data delivery is
ensured as there is a provision of using multiple base stations in the network. But the work can be done further
to handle the message complexity and to use less number of base stations in the network for better delivery
results in the wireless sensor networks.
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