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Abstract: Digital Multimedia contents like text, image, audio and video are widely used and are very easy to 

transmit over the Internet, and hence the copyright protection has been receiving and increasing attention these 

days. Other than copyright protection Digital Watermarking is now used for Digital Marketing and promotional 

Services. A Static Promotional media is now can be made highly productive Dynamic Promotional medium by 

using Digital watermarking. So for making it more secure, authentic and copyright a Blind digital watermarking 

using AES technique for colour images is proposed in this paper. This proposed technique enhances the security 

of transmitted secret information and also minimizes the distortion of the image. Simulations were done in 

MATLAB. The total PSNR is increased by after applying Advanced Encryption Standard (AES) technique and 

Noise filters. 
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I. Introduction 

In 1993, Tirkel introduced the term “Digital Watermarking” and presented two watermarking techniques to hide 
the watermark data in the images [1].  Digital watermarking is a technique which allows attaining the objective of 
protecting the intellectual property rights by adding patent notices or other verification messages to digital media. 
One of the applications of digital watermarking is image endorsement, which is used for authenticating the digital 
images. Its main objective is to provide a method to validate the image and assure the integrity of the image. 
Watermarking is used for Proof of rights/copyrights protection, Data Hiding, Copying Prevention, Broadcast 
Monitoring etc. Watermark embedding, watermark detection and extraction are basic modules of Watermarking. 
Digital watermarking technology has many applications in anti-counterfeit of the digital media, label of the user 
information, protection, certification, distribution etc. Information hiding is its important study area. Digital 
watermarks can be classified into two different groups: blind detection [2] (original data is not required) and non-
blind detection (original data required) when extracting watermark.  
As the Digital media is widely used in the current scenario for transmission over the internet the space required to 
store the image is a major factor, so here the concept of Image compression comes which means to reduce the 
amount of data required to represent a digital image. Popularly used techniques for image compression are DCT 
[3] and DWT [4] which are frequency based techniques and have its’ own advantages and disadvantage. As DWT 
gives better compression ratio without losing more information of image but it need more processing power. 
While in DCT need low processing power but it has blocks artefacts means loss of some information but has most 
important feature of Energy Concentration. 
Motivated by the above discussion, the two-level DCT is introduced to further concentrate the energy and a novel 
blind watermarking method based on two-level DCT for dual colour image was proposed by QingtangSua, 
YugangNiub, XianxiLiuc and Tao Yaoa [5]. This paper analyses the key technologies of digital watermarking 
and explores the application in the digital image copyright protection. Other than copyright protection Digital 
Watermarking is now used for Digital Marketing and promotional Services. A Static Promotional media is now 
can be made highly productive Dynamic Promotional medium by using Digital watermarking. So for making it 
more secure [6], authentic and copyright a blind digital watermarking using AES technique [7] and Noise filters 
for colour images is proposed in this paper. 
The organization of the paper is as follows: Section 2 describes AES technique for the encryption and details of 
noise filters used. The Proposed Algorithm is shown in Section 3. In Section 4 simulation results are shown and 
Section 5 concludes the paper. 

II. Proposed Encryption (AES-128) 

The proposed work presents an exclusive technique for Blind digital watermarking using AES technique for 
embedding colour image and text into colour image. AES is based on a design principle known as a substitution-
permutation network, combination of both substitution and permutation. AES has a key size of 128, 192, or 256 
bits and fixed size block of 128 bits. The key size used for an AES cipher specifies the number of repetitions of 
transformation rounds that change the input called the plaintext, into the final output which is said to be the cipher 
text.  
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This proposed technique enhances the security of transmitted secret information and also minimizes the distortion 
of the image by using Advance Encryption Standard (AES) where we have used 128 bit block size of plaintext & 
128 bits of Secrete key. The pre-processing provide high level of security as extraction of image is not possible 
without the knowledge of mapping rules of AES and secrete key .  
Several different methods are used to eliminate speckle noise, based upon different mathematical models of the 
phenomenon. One method, for example, employs multiple-look processing (a.k.a. multi-look processing), 
averaging out the speckle noise by taking several "looks" at a target in a single radar sweep. The average is the 
incoherent average of the looks. Salt-and-pepper noise is a form of noise presents itself as sparsely occurring 
white and black pixels on images.  
Median filter or a morphological filter is an effective noise reduction method for this type of noise which is a 
nonlinear digital filtering technique, very widely used in digital image processing because, under certain 
conditions, it preserves edges while removing noise. Such noise reduction is a typical pre-processing step to 
improve the results of later processing (for example, edge detection on an image). 

III. Proposed Work 

1. All Watermark preprocessing: - compression & conversion. Encrypt the watermark using AES to make 
it more secure.  

2. Embedding Watermark in image using two-level DCT. 
3. Watermark Extraction: Remove noise form watermarked image then extract watermark to get more 

accurate results. 
4. Decrypt the watermark using AES to get it back and check for its validity. 

 
Proposed Algorithm 

A. Watermark preprocessing 

Step 1: Image decomposition. The original watermark image is alienated into three components red (R), green 
(G), blue (B) by dimension-reduction treatment. 
Step 2: DCT transform. Three component watermarks are divided into 8×8 non-overlapping blocks and each 
bock is transformed by one-level DCT, respectively. 
Step 3: Compress coding in the Zig–Zag order, the sixteen coefficients (the DC coefficient and the first fifteen 
AC ones) are selected and other coefficients are discarded. Encoding sixteen consecutive pixel values from 
watermark image one block of 128 Bits is formed. Then, we obtain an encoded 1D binary sequence Let V. 
Base Step 4: Random permutation to further remove the space correlations among the component watermarks the 
binary sequence V should be disarranged before embedding. This is done with left or right shifting the binary bits. 
Proposed Step 4: Encrypt the watermark using AES to make it more secure. The algorithm is supporting any 
combination of data and key size of 128/192/256 bits. The proposed method used its 128 bits version allow 128 
bits block size and 128 bits key size. 

B. Embedding the Watermark 

Step 1: Transform the image into YIQ colour model. 
Step 2: Obtain the two level DCT transformed 4X4 blocks from the Y factor of the images. 
Step 3: Select the Standard embedding positions for the watermark and manipulate the intensities accordingly… 

 

C* =  
                         
                         

  

 
where Ak = q×k + T/4, Bk = q×k + 3×T/4, q=C/T 
 
 
 
 
 
 
 

 

Fig.1: Positions selected for embedding watermark information. 
 

Step 4: Inverse two-level DCT transform. 
Step 5: Inverse YIQ colour transform.  

C. Extraction of Watermark 

Base Step 1: Transform the image into YIQ colour model. 
Proposed Step 1: Apply Filtration and then Base Step 1. 

C1 C2 C3 C4 

C5 C6 C7 C8 

C9 C10 C11 C12 

C13 C14 C15 C16 
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Table I: Filters used for common image processing attack 

 
 
 
 
 
 
 
Step 2: Obtain the two level DCT transformed 4X4 blocks from the Y factor of the images Blocks from the Y 
factor of the images. 
Step 3: Apply following rules for Extracting watermark information from the DCT Coefficients. 
       

  X* = 
                      

                     
  

 
C** is the DCT coefficient at the low-frequency position of watermarked watermark and x* is the extracted 

watermark bit. Finally, three segments watermarks x(i)(k) with the same length of original watermark are 

extracted, where i = {1,2,3}, 1 ≤ k≤ Nw, and x(i)(k) presents the kth binary information of the ith segment.  

Obtain the watermark information. According to the majority principle 

X’ (k) =                                   
      

  

Step 5: Decrypt the watermark using AES to get it back. 
Step 6: Use the inverse coding and the decompression technology that corresponding to the embedding algorithm 
to get the watermarks followed by R, G, B components, then reconstruct them to get the final extracted color 
watermark W’ in RGB color space. Check for the validity of the watermark.  
In the proposed work, AES technique is applied on the Novel Blind Digital Watermarking Technique to further 
enhance the security of the transmitted secret information and also to minimize the distortion of image by using 
noise filters. 
 

IV. Simulation and Results  

To evaluate the performance of the proposed watermarking algorithm, four standard 24-bit colour images with 
size of 512 × 512 are selected as original host images in Fig. 2(a) and one 24-bit Colour image with size of 64 × 
64 is used as original watermark in Fig. 2(b). Fig.2(c) shows the AES watermarked image. An important thing is 
to verify the invisibility and robustness of the proposed watermarking scheme.  
The peak signal-to-noise ratio (PSNR) is defined in Eq. (1), which may be used to evaluate perceptual distortion 
of the proposed scheme. 

 

     
      

 
   

 
                                                                                                                                (1) 

 
where i = {1, 2, 3}, respectively, denotes the R, G, B components, and PSNRi presents the PSNR value of i 
component. 

           
                     

                        
   

 
   

 

where H(x, y, i) and H’(x, y, i) are the pixel values location at (x, y) of i component of the original host image and 
the watermarked image. Generally, the larger the PSNR value is, the more invisible the watermark is. 
 

 

       

 

             (a) Cover Image          (b) Color WM     (c) AES Watermarked Image 
 

Fig. 2: Cover, Color Watermark and AES Watermarked Images 

 

Laplace  Used Speckle Noise remover for noisy image.  

Resize  Used Salt and pepper Noise remover for 
resized image.  

Rotate  Used Salt and pepper Noise remover for 

rotated image.  

Sharpen  Used Motion Noise remover for Sharpened 
image.  
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Table IIIII: Experimental results of common image processing attack. 

Attack Attacked image Extracted WM PSNR (dB) 

Blurred 

  

78.166 

Sharpened 

  

24.424 

Resized 

  

27.541 

Rotated 

 
 

39.975 

V. Conclusions 

A Blind digital watermarking using AES technique for colour images has been proposed in this work. The colour 
watermark image is embedded into a colour host image by modifying the AC coefficients of two-level DCT. In 
the proposed scheme, the watermark embedding after encryption makes it more secure, extracting processes are 
very simple and proposed Noise filters Remove noise form watermarked image to get more accurate results. 
Therefore, we can conclude that the new proposed technique is more suitable for using colour image information 
to protect the copyright, best way to detect channel intrusion, Originality of data, Author Genuineness and more 
Copyright Protected. With the introduction of Digital Marketing and Promotional Services using Digital 
watermarking the Future Scope for this scheme will be for providing more secure algorithm and approach so as to 
protect from the Hackers and market competitors. 
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