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I. INTRODUCTION 

Honeypots are decoy systems, deployed alongside production systems with the intent of tricking the hackers into 

hacking the decoy systems. It is a system whose value is in getting hacked. This is one of the few methods available 

to a security professional to deceive the attacker and study his or her behaviour. The main objectives of honeypots 

are to divert malicious traffic away from important systems, get early warning of a current attack before critical 

systems are hit, and gather information about the attacker and the attack methods. By stopping an attacker into 

carrying out his attacks on a well-monitored system, the valuable insight can be accessed into their attacking 

methods and as a result information can be collected for legal purposes. 

In means of the objectives, there exist two types of honeypots which are deployed. Research honeypots are mainly 

concentrated on collection of information about the attacks. The Honeynet Project runs honeypots to assess the 

cybercrimes and threats. Production honeypots, on the other hand, focuses mainly on attack diversions from the 

major important systems.  

Honeypots is not replacing any of the traditional security mechanisms instead it adds another layer of the security 

for the ultimate security. It is not used in prevention of attacks. Instead its main purpose is to divert the attacks 

that it encounters from the real systems and also to gather the complete information about that attack. But the 

major drawback of a honeypot is that it will only see attacks against itself and the attacks on the other systems 

will completely go undirected as well as undetected. 

By means of the design setup, there are three categories of honeypots that have been existed viz., Low-interaction 

honeypots, which have services that are so simple which the hackers look for. This type of honeypots can be 

maintained easily and are less in resource. These also act as the harder launch points for the attacks on the other 

systems. Next category is the High-interaction honeypots, which generally runs on all the available services that 

a production system runs, which includes a proper as well as an exact operating system. This will allow the 

deploying organization to learn more about the behaviour of the attackers and their methods. On the other hand, 

it is also harder in detecting that it is a honeypot and also these are harder to maintain as well as to setup. These 

are also loaded with more capabilities, thus, are more likely to be used to attack other systems. In such cases, the 

owner of the honeypot can be held liable for the attacks. This is referred to as downstream liability.  

To an attacker in order to break in, the system should be a legitimate system, which runs processes as a production 

system which is expected to run, and also which contains files that seemed to be important, but actually not. Any 

traffic in to or out of the honeypot is malicious by definition.  

 

A.  Scope of Honeypot 

This project aims at building a honeypot system using various stimulators like OmNet ++ to study how the 

Honeypot system can work in enterprise networks and hoe effective it can be with the minimalistic data use in the 

systems. This further probe on how much data is required to set up a honeypot and measures how much effect it 

will have on the day today activities of a network.  

This entirety of the project is to build a honeypot system after the stimulation of an enterprise network, and check 

how the effectively the ports can be blocked and data can be protected. This can be extended to any sort of a 
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business environment and will also apply to some platforms such as mobile computing and website services. One 

of the major scopes of this is that we can monitor who all send spam requests from the same website and can mine 

patterns out of the data acquired and will be able to detect fraudulent behavior.  

This scope can also extend to the fact that honeypots provide two services at the same time, one being that they 

effectively monitor the environment and the other being that they secure it properly with the protection needed. 

B.  Purpose of a Honeypot 

We have become a world of computer networks whether we realize it or not. In networks and networking 

environments such as mobile computing and internet interfaces there is a huge problem of security. There is 

always room for threat and vulnerabilities and attacks from outside. The traditional system of protection is a 

defensive one where we install firewalls and internet security devices, this is an equivalent of building walls 

against an enemy. The new technique of protection is an offensive way, i.e. honeypot systems. This is a dedicated 

server that hosts real data like information that attackers will probe into. This serves the basic need for an offensive 

system of attack and protection. 

The idea being – setting up for a server with unwanted data and then monitoring the logs on it. Since the server 

consists only a server with unwanted data the attacker will only probe it. None of the systems on the network 

would have anything to do with the specified server data. Once we can figure out which access point or port 

number is being used on a switch we will be able to block and protect the system from any further phishing attacks 

or service denial attack. 

In Section I, we discussed about the Honeypots and its security features in a detailed manner. Literature Review 

for the related works is done in the Section II. The methodologies used in this paper are listed in the Section III. 

The discussion and the technologies used in the paper are illustrated clearly in the Section IV. The overall concept 

and the conclusion is given in Section V along with the references in Section VI. 

 

C.  Honeypot Technologies 

Several honeypot technologies in use are: 

 Malware honeypots: These can use known replication and attack vectors to detect malware. For example, a 

honeypot can be made to emulate a USB drive, which can be checked for evidence of unauthorized modifications. 

 Spam honeypots: These honeypots can be used to emulate open mail relays and open proxies. Spammers will 

test the open mail relay by sending themselves an email first, and if that succeeds, they send out large quantities 

of spam.  

 Database honeypot: Since activities like SQL injections can often go undetected by firewalls, some choose to 

use database firewall.  

 Client honeypot: While most honeypots are servers listening for connections, client honeypots are client 

systems that actively search out malicious servers and monitor the unexpected modifications to the systems.  

 

D.  Honeypots-Pros & Cons 

Advantages: 

 Honeypots are not supposed to have any traffic. 

 Gather forensic data without gathering legitimate traffic as well, creating smaller, high-value datasets. 

 Waste attacker’s time by diverting attacks to a useless system, and get early warning about an attack. 

 Does not require known attack signatures, unlike IDS’s. 

Disadvantages: 

 When the systems are full-fledged systems, they can be abused in some cases, and used in attacking other 

systems. 

 When the systems are minimal systems, they are easily detected by hackers. 

 Can detect only attacks against itself. Attacks against other systems can go undetected. 

 

II. LITERATURE SURVEY 

In the literature survey, a few implementations and published works are found in the improvement of the honeypot 

security systems along with the benefits, risks, security as well as protection techniques were explained. An 

approach to security with honeypot is performed in [1], whereas the experimental results of the Honeyd+ has been 

demonstrated clearly in [2]. In another approach, the importance of the Camouflage and its security with 

honeypots is explained clearly in [3]. In [4], the presentation of the honeypot back-propagation, a hierarchical 

trace back defenses against DDoS attacks with spoofed source addresses is explained in detail. In [5], the authors 

made two key contributions, first, detecting intent hijacking malware and, second, detecting session hijacking 

malware using our framework Anti-Hijack. In [6], an excellent way to prevent the network from internal attacks 

of employees is explained clearly whereas in [7], the drawbacks of virtualizing the smart and monitoring software 

that monitors techniques like NFC, Bluetooth etc., is determined and the clear description about various methods 

of honeypot especially using virtualization to detect APT is clearly discussed in [8]. The analysis of the malicious 

effects on websites is determined and predicted in [9]. The pros and cons of the separate defensive software for 
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protection in [10]. The description about the loop holes in the network system and the protection provided by the 

honeypot is determined and explained in detail in [11]. The detailed explanation about the types of honeypots is 

discussed in [12,13]. The unauthorized attacks and the protection techniques from those attacks has been explained 

in detail in [14] whereas the levels of interaction of the honeypots is explained clearly in [15]. In [16], the study 

of the URL redirection mechanisms and their key characteristics has been taken into the consideration. The 

importance of protecting corporate system and intellectual property, and the escalating complexities of the online 

environment, underscore the need for ongoing information security awareness, education training, and the 

promotion of a culture of security among employees have been explained clearly in the paper [17] whereas in 

[18], the authors mainly focused on the new technologies of the Honeypot with its classification based on various 

factors. In [19], honeypot techniques particularly in the fields of the security has been provided. In [20], the 

concept of security to industrial network provided by honeypots that doesn’t possess firewalls have been 

explained.  

 

III.  METHODOLOGY 

The following were the methodologies we mainly concentrated in this paper viz., Setup techniques, analysing 

attacks, working with Darknets and Deploy of honeypots. The detailed description about the methodologies is 

given below: 

A.  Experimental Setup 

The experimental setup for doing this experiment consisted of a high functioning and interactive Linux network 

system, with around two honeypot systems. These systems were a dedicated system and the IP address of the 

honeypot systems were never revealed to the outside world. All the honeypots were run on the same type of Linux 

disk operating from a unix server blade. All the password break through attempts were recorded by SSH server. 

Also all connections to the honeypot would be monitored through Honeypot’s Sebek tool. So an unauthorized 

login, especially after a password changes was considered to be a break in our side. The setup is illustrated in the 

following diagram i.e. fig.a 

Figure (a) 

A.1 Attack Sessions 

So basically we defined the attack as a communication between an unauthorized used and a honeypot. All these 

sessions were recorded and segregated and saved. Our segregation showed us some very interesting results. Most 

of the hackers used one session and some of them used two parallel sessions. 

A.2 Profiling 

One of the major problems with the security systems in the present world is that they try to keep hackers out of 

the systems but almost have no plans whatsoever to try and do damage control once the hacker has entered the 

system. One of the main agendas of honeypots is to figure out how the attackers are and to profile them along 

with blocking them. Therefore, the honey pot server not only works in preventing breaches but also gives a huge 

advantage to other security systems. The initial data collection over a honeypot server data recognized that a lot 

of these hackers who try to get into the network look for SSH servers to hack, this comes in handy because we’ll 

be able to use SSH servers to host Honeypots. So our data collection is after we have allowed the hacker to attack 

and we assess the post hack scenario of the network. We used special data mining services to aggregate the data 

that has been performed in a lot of other experiments and researches and we have sought interesting patterns in 

the whole of the hacker community because we need to understand that understanding the hacks is less important 

that understanding the hacker himself. In another paper the author attempts to analyze attempts on a single 

honeypot for a time period of 22 days and to use this we used a SSH server that was modified and this functioned 

as any normal Honeypot would. From all the pervious data collected it has been found that the hackers are of two 

sets. First being attacker, these people enter the network with malicious intent in mind and the second being 

Scanners who are more like hackers of the internet as opposed to crackers. So, we need to have both the set of 

people who are hacking. 
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B.  Analyzing the attacks 

Analysis of any of the attacks would be possible only by the analysis of the type of codes he uses. This also defined 

as actions. Therefore, a single attack will consist of multiple actions and will have codes from many languages 

coming together for it to work. It becomes mandatory that we analyze these actions as well as the attacks and then 

will be able to analyze the attacks.  

There are typically three actions as a set that people perform while doing attacks. They are as follows: 

1. Initial probe: The hackers get into the system check for user accounts, passwords and check everything about 

the network. Also, the data that they get from the honeypot could be released and exploited. 

2. The second step or action is altering the existing codes and network configurations by tampering with the user 

account or passwords. 

3. The third face is when they take over the honeypot or the network and perform attacks like denial of services 

and other such attacks.  

In the session of honeypot that we implemented almost 87% of the time we could get information about the user 

and also the information about the passwords, 44% of the time we were able to change the password and also the 

system configurations of the network. And around 12% of the time we could download it and run software and 

could crack the whole system. Around 38% of the time we found that hackers and crackers tried to hide their 

intrusion and could not do so. All the information about these actions and the software that they could only be 

recorded in the high interaction honeypot the low interaction one is not as equipped when it comes to such things. 

The amount of time that these attack sessions lasted is also a thing of concern, and we found that these things 

lasted for about a few minutes and once entered they didn’t last for long in the low interaction one, i.e. they high 

interaction one recorded more attacks than the low interaction one that lasted for a period of more than five 

minutes. It is very important to figure out how to many if the hackers out there are trying to compromise your 

system because it might be the actual representation of the whole lot. Also the attacks are of two major types that 

involve different set of action for each one, one of them is targeted attacks where the first step in the action 

sequence is finding out the location of the software and also the sort of functions a particular user would use in a 

network. This requires a lot of pre-planning and the specific codes in languages that would help. 

The second is when the attacks aren’t specific to a particular node and the attacker is simply trying to use various 

scanning algorithms to find out susceptible nodes and hence attack the system. These sorts if attacks aren’t exactly 

malicious but have effect on the system, low interacting honeypot can function well in the second category but it 

will be tackling a most of brute force attacks. 

 

C.   Implementation 

The honeypot system was implemented by first establishing the whole server and the network, once the network 

is stable and running we can start monitoring what happens next with the honeypot system. At this stage the 

honeypot will be running in and ready to accept any sort of input and activity that will be put on it. As soon as the 

hacker or a cracker starts probing the server the network admin would information about the activity and it would 

be monitored closely.  

In case of low interaction Honeypot the activity will not be allowed till maturity because the systemin itself can 

detect only to a certain extent if the activity is malicious or not. Hence at the sight of foreign activity the honeypot 

is used to block the port number and the access point from which the activity takes place. 

In case of high interaction honeypot the malicious activity is monitored as it takes place and this leaves more 

space for us to learn more about tools that they use and the sort of brute force attacks that use. Early on the attacks 

we see that use various command like nmap and port scanning techniques and then from there check all the further 

techniques the black hat hackers. So within the first few minutes of the attacks the hackers used almost the same 

technique to detect and enter and environment but later used different techniques to gain control over the honeypot 

server. 

 

D.  Working with Darknet 

Darknet is that part of the network in which ports, IP address and switch ports were not introduced or assigned to 

specific user or were just open to attacks. As mentioned earlier these were the switches that actually made the 

system vulnerable. Port scanning is one of the way the attackers try to find out the vulnerability of the system and 

this was found to be one of the major reasons for attacks. There are various algorithms to detect all these patterns. 

Rationally speaking an IP address that the users of the network do not know to be used for something and comes 

under the darknet are the sort of IP address that will not receive any traffic. Therefore, in ideal conditions the 

honeypot should not be getting any traffic but when it does that is the kind of traffic that we have to analyze. There 

are three major classification of the traffic that comes into a honeypot system. They are as follows: 

 When an actual user tries to make contact with another system on the network but accidentally sends traffic to 

this one, this is one of the benefits of having honeypots, since this will prevent the users from accidentally 

attacking the network and compromising the data. 
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 In most denial of service attacks the victim of an attack is trying to respond to the message or the spoof by 

sending messages to an unknown and used IP address. 

 The final one is when an attack is happening which is the rarest of all the events of the honeypots. 

And we also have to find out the how these attacks are concentrated, i.e. to figure out the patterns of destination 

source ports and hence will be able to find out ow targeted and random attacks function.  

E.  Deploy of Honeypot 

The deploy of the honeypots can be explained in a detailed manner with respect to the following architectural 

diagram shown in fig.b 

 

Figure (b) 

 

IV. RESULTS & DISSCUSSIONS 

A.  Results of Honeypot 

The result of the honeypot system research found out the honeypot worked well in offensive method of capturing 

black hat hackers and in systems were there in a constant threat of hackers and in systems where the network is 

more important than the data honeypot system functions well. 

The rest of the analysis that was done based on the type of attacks gives a very good insight to how hackers go 

about cracking the system and what tools they use. The high interactive honeypot also gave a very good insight 

about the threshold that the hackers have their mentality and the no. of attacks they would use to crack a network. 

B.  Security 
Honeypots not only help us learn how a system can be compromised but also by whom while protecting the system 

from hackers. Honeypots can also be compared to a firewall, which is used for a lot of security purposes. A typical 

firewall shuts down all the devices and turns back on only a few chosen item. While a firewall works on a static 

mechanism, honeypots work dynamically. There are two main reasons why honeypots are designed to be broken 

into. First one being, able to find and get information about the areas in a system that are vulnerable and those that 

can most likely get attacked. The second goal of honeypots is to get information required to help in the 

prosecution or apprehension of the intruders. The security provided by the honeypot can be illustrated in fig. c 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

Figure (c) 
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Lance Spitzner a security consultant with Sun Microsystems runs one of the largest projects called the Honey-net 

project. Here almost 30 plus professionals have joined together and are working on this project in their spare time. 

This honey-net is basically used to gather information about the hackers and attackers and understand their tactics. 

Clifford Stoll another famous person to use a network as a honeypot to track a hacker down and observe them. 

This has been explained clearly in this "cuckoo's egg" story. He let the intruder use the system in the San Diego 

base for almost and year and collected all the needed information and was reported to the authorities. 

In June 2000, a group of Pakistani hackers broke in the US database. This system was a honeypot and they tried 

to use this honeypot to attack websites in India. Within a month, the honeypot admins were able to gather as much 

information they could from the hackers. They monitored every move the hackers made. The monitored software 

they used and also read though the chats they had with each other. With the information they acquired they were 

able to find out how they choose their targets, what all tactics they use and how they were planning to cover up 

their tracks. 

C.  Detection of Honeypot 

Honeypots are made to be a target for hackers, and depending on the setup, it can often be difficult to detect. If it 

is a high-interaction honeypot, it will run everything one could expect a real system to run, and thus, can be very 

difficult to detect. A low-interaction honeypot can be fairly easy to detect once the attacker is inside. It will have 

few and simple processes running, and many basic tools may be missing or may not work as expected. Some may 

fail to save files over different sessions, and some may block all outgoing connections. 

D.  Security issues faced by Honeypot 

The biggest challenge of honeypot is to know how they are deployed in order to detect, as well as identify and 

capture the activity of the particular threats which may be both internal as well as the external threats to a company. 

Think of deploying honeypots as similar to fishing. Traditionally, most honeypot deployments have not been 

focused on a specific target, instead they have been common systems deployed on external networks. This is 

similar to going fishing to any local lake, throwing out a line with an ordinary worm on it, and you're happy with 

whatever you catch. In most cases, these 'fish' have been attackers that focus on targets of opportunity, probing 

and breaking into as many systems they can find, often using automated tools. These threats are relatively easy to 

capture with honeypots, as they are highly active, will attack anything with an IP stack, and most often don't spend 

the time checking to see if they are interacting with a honeypot. Honeypots have the potential to capture bigger 

fish. Organizations may not be concerned about automated or common attacks, they may be more concerned about 

advanced attackers targeting their critical systems, or employees who are stealing and selling their confidential 

information. For honeypots to capture such threats, the honeypots have to be tuned for each individual threat, we 

need the proper bait and location. When you are fishing for 150 pound Tarpons, you don't simply throw a hook 

and worm in the local pond. Instead, you travel to the Florida Keys during the spring and summer. The same 

analogy holds true for more advanced attackers. The honeypots have to be located in the proper location, at the 

proper time, and with the correct bait. For this, such honeypots have to be customized to your specific threat, a 

much more difficult job to do. For example, if it is concerned about organized crime breaking into the ecommerce 

site, throwing a default RedHat 7.3 honeypot on the external network is most likely not going to capture their 

activity. If it is out to catch the latest attacks or exploits, it needs high value targets, such as a CVS honeypot, that 

will give attackers a high ROI (Return on Investment) for their new attack. For internal threats, you need 

honeypots that have value to that insider, such as honeypots that appear to be research and development databases. 

To go after a specific threat, honeypot has to be tuned to that individual. 

 

V. CONCLUSION 

Honeypots are legal when used properly. They also provide a dynamic level of security that which cannot be 

provided by other conventional methods. Honeypots only recognize attacks that are directed on them and can miss 

out if ones directed on other systems. That is the reason behind the honeypots which cannot replace a security 

system but will complement the security system to the network. Thus, honeypots play a major role in securing the 

data from the black hat hackers. This paper clarifies about the security, purpose, scope and usage of honeypot 

systems in securing the data.  
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